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EXECUTIVE OVERVIEW

1.7 INTRODUCTION

StaderLabs engaged Halborn to conduct a security audit on their smart
contracts beginning on April 24th, 2023 and ending on May 12th, 2023.
The security assessment was scoped to the smart contracts provided in the
GitHub repository stader-labs/ethx.

1.2 AUDIT SUMMARY

The team at Halborn was provided three weeks for the engagement and as-
signed two full-time security engineers to audit the security of the smart
contracts. The security engineers are blockchain and smart-contract se-
curity experts with advanced penetration testing, smart-contract hacking,
and deep knowledge of multiple blockchain protocols.

The purpose of this audit is to:

®* Ensure that smart contract functions operate as intended.

®* Identify potential security issues with the smart contracts.

In summary, Halborn identified some security risks that were mostly
addressed by the StaderlLabs team.

1.3 TEST APPROACH & METHODOLOGY

Halborn performed a combination of manual and automated security testing
to balance efficiency, timeliness, practicality, and accuracy in regard
to the scope of this audit. While manual testing is recommended to
uncover flaws in logic, process, and implementation; automated testing
techniques help enhance coverage of the code and can quickly identify
items that do not follow the security best practices. The following

phases and associated tools were used during the audit:


https://github.com/stader-labs/ethx/tree/eb9140b5b7779be3942e5bbcc8f52ebb33bf0df9

EXECUTIVE OVERVIEW

Research into architecture and purpose.

Smart contract manual code review and walkthrough.

Graphing out functionality and contract logic/connectivity/func-
tions. (solgraph)

Manual assessment of use and safety for the critical Solidity vari-
ables and functions in scope to identify any arithmetic related
vulnerability classes.

Manual testing by custom scripts.

Scanning of solidity files for vulnerabilities, security hot-spots
or bugs. (MythX)

Static Analysis of security for scoped contract, and imported func-
tions. (Slither)

Testnet deployment. (Foundry)
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EXECUTIVE OVERVIEW

2. RISK METHODOLOGY

Every vulnerability and issue observed by Halborn is ranked based on two
sets of Metrics and a Severity Coefficient. This system is inspired by
the industry standard Common Vulnerability Scoring System.

The two Metric sets are: Exploitability and Impact. Exploitability
captures the ease and technical means by which vulnerabilities can be
exploited and Impact describes the consequences of a successful exploit.

The Severity Coefficients is designed to further refine the accuracy of
the ranking with two factors: Reversibility and Scope. These capture the
impact of the vulnerability on the environment as well as the number of
users and smart contracts affected.

The final score is a value between 0-10 rounded up to 1 decimal place and
10 corresponding to the highest security risk. This provides an objective
and accurate rating of the severity of security vulnerabilities in smart

contracts.

The system is designed to assist in identifying and prioritizing vul-
nerabilities based on their level of risk to address the most critical
issues in a timely manner.

11



EXECUTIVE OVERVIEW

2.1 EXPLOITABILITY

Attack Origin (AO):

Captures whether the attack requires compromising a specific account.

Attack Cost (AC):

Captures the cost of exploiting the vulnerability incurred by the attacker
relative to sending a single transaction on the relevant blockchain.
Includes but is not limited to financial and computational cost.

Attack Complexity (AX):

Describes the conditions beyond the attacker’s control that must exist in
order to exploit the vulnerability. Includes but is not limited to macro
situation, available third-party liquidity and regulatory challenges.

Metrics:
Exploitability Metric . :
Metric Value Numerical Value
(mg)
L Arbitrary (AO:A) 1
Attack Origin (AO) o
Specific (AO:S) 0.2
Low (AC:L) 1
Attack Cost (AC) Medium (AC:M) 0.67
High (AC:H) 0.33
Low (AX:L) 1
Attack Complexity (AX) Medium (AX:M) 0.67
High (AX:H) 0.33

Exploitability /£ is calculated using the following formula:

E = n Me

12



EXECUTIVE OVERVIEW

2.2 IMPACT

Confidentiality (C):

Measures the impact to the confidentiality of the information resources
managed by the contract due to a successfully exploited vulnerability.
Confidentiality refers to limiting access to authorized users only.

Integrity (I):

Measures the impact to integrity of a successfully exploited vulnerabil-
ity. Integrity refers to the trustworthiness and veracity of data stored
and/or processed on-chain. Integrity impact directly affecting Deposit
or Yield records is excluded.

Availability (A):

Measures the impact to the availability of the impacted component re-
sulting from a successfully exploited vulnerability. This metric refers
to smart contract features and functionality, not state. Availability
impact directly affecting Deposit or Yield is excluded.

Deposit (D):

Measures the impact to the deposits made to the contract by either users

or owners.

Yield (Y):

Measures the impact to the yield generated by the contract for either
users or owners.

13
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Metrics:

Impact Metric

Metric Value

Numerical Value

(mp)

None (I:N) 0
Low (I:L) 0.25
Confidentiality (C) Medium (I:M) 0.5
High (I:H) 0.75

Critical (I:C) 1

None (I:N) 0
Low (I:L) 0.25
Integrity (I) Medium (I:M) 0.5
High (I:H) .75

Critical (I:C) 1

None (A:N) 0
Low (A:L) 0.25
Availability (A) Medium (A:M) 0.5
High (A:H) 0.75

Critical 1

None (D:N) 0
Low (D:L) 0.25
Deposit (D) Medium (D:M) 0.5
High (D:H) 0.75

Critical (D:C) 1

None (Y:N) 0
Low (Y:L) 0.25
Yield (Y) Medium: (Y:M) 0.5
High: (Y:H) 0.75

Critical (Y:H)

Impact / is calculated using the following formula:

I = max(my) +

> my; — max(my)
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2.3 SEVERITY COEFFICIENT

Reversibility (R):

Describes the share of the exploited vulnerability effects that can be
reversed. For upgradeable contracts, assume the contract private key is
available.

Scope (S):

Captures whether a vulnerability in one vulnerable contract impacts re-
sources in other contracts.

EXECUTIVE OVERVIEW

Coefficient _ :
©) Coefficient Value Numerical Value
None (R:N) 1
Reversibility (r) Partial (R:P) 0.5
Full (R:F) 0.25
Changed (S:C) 1.25

Scope (s)

Unchanged (S:U)

Severity Coefficient (' is obtained by the following product:

C=rs

15



EXECUTIVE OVERVIEW

The Vulnerability Severity Score S is obtained by:

S = min(10, EIC = 10)

The score is rounded up to 1 decimal places.

Severity Score Value Range
Critical 9 -10
High 7 -8.9
4.5 - 6.9
2 - 4.4
0 -1.9

16
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2.4 SCOPE

1. IN-SCOPE TREE & COMMIT :

The security assessment was scoped to the following smart contracts:

Auction.sol

® ETHx.sol

® NodeELRewardVault.sol

®* Penalty.sol
PermissionedNodeRegistry.sol
PermissionedPool.sol

® PermissionlessNodeRegistry.sol
®* PermissionlessPool.sol
PoolSelector.sol

®* PoolUtils.sol

® SDCollateral.sol

® SocializingPool.sol

®* StaderConfig.sol
StaderInsuranceFund.sol
StaderOracle.sol

® StaderStakePoolsManager.sol
® UserWithdrawalManager.sol

®* ValidatorWithdrawalVault.sol
VaultFactory.sol

® UtillLib.sol

Commit ID #1:
® eb9140b5b7779be3942e5bbcc8f52ebb33bfodf9
Commit ID #2:

® 4e63182f3dc6ab6572a2ab2c3cfc183f81f1507d


https://github.com/stader-labs/ethx/tree/eb9140b5b7779be3942e5bbcc8f52ebb33bf0df9
https://github.com/stader-labs/ethx/commit/4e63182f3dc6ab6572a2ab2c3cfc183f81f1507d

EXECUTIVE OVERVIEW

Commit ID #3:

® 21d516c32a0dd8742a97e4ec0689f08df706fa54

2. REMEDIATION & COMMIT :

Commit ID #1:

® 9c245db775127¢c29b18fa106145e5ccd68e7faad

18


https://github.com/stader-labs/ethx/commit/21d516c32a0dd8742a97e4ec0689f08df706fa54
https://github.com/stader-labs/ethx/tree/9c245db775127c29b18fa106145e5ccd68e7faa0

EXECUTIVE OVERVIEW

3. ASSESSMENT SUMMARY & FINDINGS

OVERVIEW

CRITICAL

HIGH

0
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EXECUTIVE OVERVIEW

SECURITY ANALYSIS RISK LEVEL REMEDIATION DATE

DENIAL OF SERVICE IN
PERMISSIONLESSPOOL THROUGH A FORCED
ETHER TRANSFER TO THE CONTRACT

SLASHING OF A VALIDATOR CAN EXCEED
THE ACTUAL PENALTY DUE

STADERORACLE CONTRACT CAN BE DOSED
BY A MALICIOUS TRUSTED NODE

WRONG CHECK IN
USERWITHDRAWALMANAGER . REQUESTWITHDRA!
FUNCTION

MISMANAGEMENT OF VALIDATOR STATUS
LEADING TO POTENTIAL BLOCKING OF
WITHDRAWALS

ABI.ENCODEPACKED() SHOULD NOT BE
USED WITH DYNAMIC TYPES WHEN
PASSING THE RESULT TO A HASH
FUNCTION SUCH AS KECCAK256()

COMPUTEWITHDRAWVAULTADDRESS AND
COMPUTENODEELREWARDVAULTADDRESS MAY
RETURN INCORRECT ADDRESSES

VAULTPROXY IS SUBJECT TO STORAGE
COLLISIONS

CHAINLINK’S LATESTROUNDDATA MIGHT
RETURN STALE OR INCORRECT RESULTS

ACKNOWLEDGED

FLOATING PRAGMA

LACK OF ENFORCEMENT ON MINIMUM
NUMBER OF TRUSTED NODES

TYPO ON THE EVENT

LOOP OPTIMIZATION

MISSING/INCOMPLETE NATSPEC COMMENTS ACKNOWLEDGED

20



FINDINGS & TECH
DETAILS




FINDINGS & TECH DETAILS

4.1 (HAL-01) DENIAL OF SERVICE IN
PERMISSIONLESSPOOL THROUGH A FORCED
ETHER TRANSFER TO THE CONTRACT -
MEDIUM (5.5)

Description:

In the PermissionlessPool contract, the function stakeUserETHToBeaconChain
() receives Ether from the pool manager and then deposits it on the
beacon chain:

125 /%%
126 * @notice receives eth from pool manager to deposit for
L, validators on beacon chain
127 * @dev deposit validator taking care of pool capacity
128 */
129 function stakeUserETHToBeaconChain() external payable override

L, nonReentrant {

130 UtilLib.onlyStaderContract(msg.sender, staderConfig,
L, staderConfig.STAKE_POOL_MANAGER());
131 uint256 requiredValidators = msg.value / (staderConfig.
L, getFullDepositSize() - DEPOSIT_NODE_BOND);
132 address nodeRegistryAddress = staderConfig.
L, getPermissionlessNodeRegistry();
133 IPermissionlessNodeRegistry(nodeRegistryAddress).
L, transferCollateralToPool(
134 requiredValidators * DEPOSIT_NODE_BOND
1355 );
136
137 address vaultFactoryAddress = staderConfig.getVaultFactory();
138 address ethDepositContract = staderConfig.
L, getETHDepositContract();
139 uint256 depositQueueStartIndex = IPermissionlessNodeRegistry(

L, nodeRegistryAddress).nextQueuedValidatorIndex();

140 for (uint256 i = depositQueueStartIndex; i <
L, requiredValidators + depositQueueStartIndex; i++) {

141 uint256 validatorId = IPermissionlessNodeRegistry(
L, nodeRegistryAddress).queuedValidators(i);

22



FINDINGS & TECH DETAILS

142 fullDepositOnBeaconChain (

143 nodeRegistryAddress,

144 vaultFactoryAddress,

145 ethDepositContract,

146 validatorId,

147 staderConfig.getFullDepositSize ()

148 )

149 }

150 IPermissionlessNodeRegistry(nodeRegistryAddress).
L, updateNextQueuedValidatorIndex(

151 depositQueueStartIndex + requiredValidators

152 )

153 IPermissionlessNodeRegistry(nodeRegistryAddress).
L, increaseTotalActiveValidatorCount(requiredValidators);

154 // balance must be @ at this point

1505 assert(address(this).balance == 0);

156 }

The assert statement is used to check that a certain condition is true,
and if it is not, it will cause the contract to revert. In this case, the
condition being checked is whether the balance of the contract is equal to
@, once the core logic of the stakeUserETHToBeaconChain() was executed.
However, this asserts statement does not consider that the contract can
receive Ether through, for example, a self-destruct transfer.

Based on this, a malicious user could:
1. Deploy the following contract:

1 contract Attack {

2 address PermissionlessPool;

3

4 constructor (address _permissionlessPool) {

5 PermissionlessPool = _permissionlessPool;
6 }

7

8 function attack() public payable {

9 address payable addr = payable(address(PermissionlessPool)
L );

10 selfdestruct (addr);

11 }

23



FINDINGS & TECH DETAILS

2. Call the attack() function passing to it just 1 Wei as msg.value.

3. The contract would self-destruct, forcing the transfer of 1 Wei to

the PermissionlessPool contract.

4. Any future calls to stakeUserETHToBeaconChain() would revert to that

1 Wei would remain in the smart contract.

{value: 310000000PEPBBBEBERE }(@xa5dfdlc85461531c3bc9dc3fe2lbecd6fIBFIIbCS5BC

| L L - @x1421dc38947cclaabBab2f26e877a453e92F408aa98d0ccf996585758d0a853

[46723]

decb36, BXQBEd43cBaF'F4d8eF1579caeBc43b983Ze417b83F'FBd837775'FB'FC'F8933F4Ecbcb?ﬂ-ld134513aaeec52cdbZaS6be8746993d?248F'FB3CI2C794
3e92f4082a%8d0ccf996585758d8a85F3)

emit

(pubkey: @xa5dfdlc85461531c3bc9dc3fe2lbecd6fI8f39bc55@cfefla3ald3b74b6f548961138576af46

amount: @x0876be3707000000, signature: @x98ad43cBaffddBefl579caeBcd3b9832e417b8aff@dO37775f0fcfB03af48cbcb741d1ad6laaaeecs2

dex: @x0100000000000000)

— [84] (a5dfd1c85461531c3bc9dc3fe2lbecdbfIBF39bc558cfefldlaldd3b74bb548961138576at4bdde3
L BXFSadB'FMaS'FcS?i92ba7B355B4b3fa7c687a3349947692323dadFBZ'F?aZaEES'F
— [84] (90ad43cBaffddB8et1579cae8cl43b9832e417b8atfOdB37775F0Fcf8B3at48cbecb741d1adblaaaeec
L BxbdBc3cact5ed7clbBb213f98ebb6fedbcdabdd50caldfc3de580a2albe3897chl
— [84] (41f@bf4ablfhala®b9a5b151e817506cBaedd7a28702d053bb3533defbde6721f000RE00O00000R0E
L Bxﬁa3d248c7FB32293ccBBScheZBZSe?BBZB9945daF1193943eﬁaaldFa3a37bAd
— [84] (bd8c3cacf5e87c1bBb213f98eBbfedbcdas4d50caddfc3de580a2albe3897c618a3d248c710322e3
L BxccBbbBaad7e55a9fablad35ae98c326afcdc251b5652c3d89cba979faboasf16
— [84] HH (f9ad@fbAabfc67192ba7@35584b3fa7ch87a334004769232adadfB21722aee6f0100000000000000
L - @xa36ea7bcd5F65db6@22b104c2ch30Feabdee3fea7F284c9b%ae5831a9d57664
— [84] (PB76be3767 c8bb8aad7e55a9f
L @x8a51ctae97fel43d8d8212fab96a2eb9a22974a484601e88dRel8522694b37acC
— [84] HH (a36ea7bcd5f65dbb022b184c2cbl30feabdee3feal284c9b%ae5831a9d576648a51cfaed7fefd3d
L Bx1421dc38947cc1aabBab2F26e8?7a453e92'F483aaQBdBccf996585?58d8355f3
— [84] H (ef9d2f25c2802928cd31d7d83d243889c25148eabd?28a58ad68aBd108957%e711421dc38947cclaa
L Bxle87957835b12d975b9'F498de648451993d93b?73b1BaMS‘Fl‘FddSSScccEZZ‘l
=0
L [26733] (1)
— [352] () [staticcall]
L Bx76d629541b8d57311Bca3eb9893996426'F5394223?6712d1356'F6c6ce58541ca
— [?ES] (PermissionlessPool: [Bx2cEe6BB82eBba/9269CC14481b589c25a40198E12],
true
— emit (validatorId: 1, depositBlock: 17132596)
=0
— emit (Valldatorld 1, pubKey: 8xaS5dfdlc85461531c3bc9dc3fe2lbecd6f9@f39bc550cf
— [23446] (1)
— [352] () [staticcall]
L Bx75d529541b8d5731cha3ebQBB399MZBFS39422376712d13551‘6(6(558541(3
— [659] (PermissionlessPool: [@x2cEe6BB82e@ba79269CC14491b589c25a40198E12],
L true
— emit (nextQueuedValidatorIndex: 1)
— 0
— [23697] (1)
— [352] () [staticcall]
L Bx76d629541b8d573119(a3eb9893996425'F539422376712d1356{6(6(359541(3
— [659] (PermissionlessPool: [@x2cEe6BB82e@ba79269CC14401b589c25a40198E12],
L true
— emit (totalActiveValidatorCount: 1)
— - ()
L "Assertion violated”
"Assertion violated”
— "Assertion violated"

Test result: . @ passed; 1 failed; finished in 6.27s

Failing tests:

Encountered 1 failing test in test/StaderStakePoolsManager.t.sol:StaderStakePoolsManagerTests

test_selfDestructToPermissionlessPool() (gas: 51269@)

24



FINDINGS & TECH DETAILS

BVSS:

AO:A/AC:M/AX:L/C:N/I:H/A:C/D:M/Y:N/R:P/S:C (5.5)

Recommendation:

It is recommended to remove the assert(address(this).balance == 0) from
the stakeUserETHToBeaconChain() function.

Remediation Plan:

SOLVED: The StaderlLabs team solved the issue by removing the assert
condition in the following commit ID:

Commit ID : 9c¢245db775127c29b18fa106145e5ccd68e7faa0.

25
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FINDINGS & TECH DETAILS

4.2 (HAL-02) SLASHING OF A
VALIDATOR CAN EXCEED THE ACTUAL
PENALTY DUE - MEDIUM (5.0)

Description:

The key problem is present in the settleFunds() function in the
ValidatorWithdrawalVault contract, where the penaltyAmount is calculated
and compared with operatorShare. If operatorShare is less than
penaltyAmount, the function slashValidatorSD is called to make up for
the deficit in SDCollateral:

54 function settleFunds() external override {

5% uint8 poollId = VaultProxy(payable(address(this))).poolId();

56 uint256 validatorId = VaultProxy(payable(address(this))).id();
57 IStaderConfig staderConfig = VaultProxy(payable(address(this))
L, ).staderConfig();

58 address nodeRegistry = IPoolUtils(staderConfig.getPoolUtils())
L, .getNodeRegistry(poolId);

59 if (msg.sender != nodeRegistry) {

60 revert CallerNotNodeRegistryContract();

61 }

62 (uint256 userSharePrelim, uint256 operatorShare, uint256

L, protocolShare) = calculateValidatorWithdrawalShare();
63

64 uint256 penaltyAmount = getUpdatedPenaltyAmount (poolld,
L, validatorId, staderConfig);

65

66 if (operatorShare < penaltyAmount) {

67 ISDCollateral (staderConfig.getSDCollateral()).
L, slashValidatorSD(validatorId, poollId);

68 penaltyAmount = operatorShare;

69 3

70

71 uint256 userShare = userSharePrelim + penaltyAmount;
72 operatorShare = operatorShare - penaltyAmount;

73

74 // Final settlement

26



FINDINGS & TECH DETAILS

75 vaultSettleStatus = true;

76 IPenalty(staderConfig.getPenaltyContract()).

L, markValidatorSettled(poolId, validatorId);

77 IStaderStakePoolManager (staderConfig.getStakePoolManager()).
L, receiveWithdrawVaultUserShare{value: userSharel}();

78 UtilLib.sendValue (payable(staderConfig.getStaderTreasury()),
L, protocolShare);

79 IOperatorRewardsCollector(staderConfig.

L, getOperatorRewardsCollector()).depositFor{value: operatorShare3}(
80 getOperatorAddress(poolId, validatorId, staderConfig)

81 )

82 emit SettledFunds(userShare, operatorShare, protocolShare);
83 }

The main concern is the implementation of the slashValidatorSD() func-
tion‘:

72 /// @notice slashes one validator equi. SD amount

73 /// @dev callable only by respective withdrawVaults

74 /// @param _validatorId validator SD collateral to slash

75 function slashValidatorSD(uint256 _validatorId, uint8 _poolId)
L, external override nonReentrant {

76 address operator = UtillLib.getOperatorForValidSender (_poolId,
L, _validatorId, msg.sender, staderConfig);

77 isPoolThresholdValid(_poollId);

78 PoolThresholdInfo storage poolThreshold =

L, poolThresholdbyPoolId[_poolId];

79 uint256 sdToSlash = convertETHToSD(poolThreshold.minThreshold)
Lo

80 slashSD(operator, sdToSlash);

81 }

82

83 /// @notice used to slash operator SD, in case of operator default
84 /// @dev do provide SD approval to auction contract using °
L, maxApproveSD()*

85 /// @param _operator which operator SD collateral to slash
86 /// @param _sdToSlash amount of SD to slash

87 function slashSD(address _operator, uint256 _sdToSlash) internal {

88 uint256 sdBalance = operatorSDBalance[_operator];
89 uint256 sdSlashed = Math.min(_sdToSlash, sdBalance);
90 if (sdSlashed == @) {
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91 return;

92 3}

93 operatorSDBalance[ _operator] -= sdSlashed;

94 TAuction(staderConfig.getAuctionContract()).createlLot(

L, sdSlashed);

95 emit SDSlashed(_operator, staderConfig.getAuctionContract(),
L, sdSlashed);

96 }

It calculates sdToSlash as the minimum threshold of the pool
(poolThreshold.minThreshold) rather than the actual deficit between
operatorShare and penaltyAmount. The implementation of slashSD() then
reduces the operator’s SD balance by the minimum of sdToSlash and the
operator’s SD balance. This could result in slashing more SD tokens than
required, in particular when the difference between operatorShare and
penaltyAmount is smaller than poolThreshold.minThreshold.

BVSS:

AO:A/AC:L/AX:L/C:N/I:N/A:N/D:M/Y:N/R:N/S:U (5.0)

Recommendation:

It is recommended to pass the actual deficit between operatorShare and
penaltyAmount to the slashValidatorSD() function and compare it with
poolThreshold.minThreshold using Math.min. This change would ensure that
the amount of SD tokens slashed accurately reflects the actual penalty,

protecting validators from unnecessary losses.

Remediation Plan:

PARTIALLY SOLVED: The team at Stader has recognized the concern high-
lighted. They confirm that this is an expected conduct of the system.
In instances where the penalty surpasses operatorShare, an amount of SD
equivalent to ©.4ETH is deducted. This procedure has been adequately
communicated to all Node Operators.
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It is also important to note that such a penalty does not have an impact
on the funds staked by users.
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4.3 (HAL-03) STADERORACLE CONTRACT
CAN BE DOSED BY A MALICIOUS TRUSTED
NODE - MEDIUM (4.6)

Description:

The StaderOracle contract implements the submitSDPrice() function:

224 function submitSDPrice(SDPriceData calldata _sdPriceData) external
L, override trustedNodeOnly {

225 if (_sdPriceData.reportingBlockNumber >= block.number) {

226 revert ReportingFutureBlockData();

227 3}

228 if (_sdPriceData.reportingBlockNumber % updateFrequencyMapl
L, SD_PRICE_UF] > @) {

229 revert InvalidReportingBlock();

230 }

231 if (_sdPriceData.reportingBlockNumber <=
L, lastReportedSDPriceData.reportingBlockNumber) {

232 revert ReportingPreviousCycleData();

233 }

234

235 // Get submission keys

236 bytes32 nodeSubmissionKey = keccak256 (abi.encodePacked(msg.
L, sender, _sdPriceData.reportingBlockNumber));

237 bytes32 submissionCountKey = keccak256(abi.encodePacked(

L, _sdPriceData.reportingBlockNumber));
238 uint8 submissionCount = attestSubmission(nodeSubmissionKey,
L, submissionCountKey);

239 insertSDPrice(_sdPriceData.sdPriceInETH);

240 // Emit SD Price submitted event

241 emit SDPriceSubmitted(msg.sender, _sdPriceData.sdPriceInETH,
L, _sdPriceData.reportingBlockNumber, block.number);

242

243 // price can be derived once more than 66% percent oracles

L, have submitted price
244 if ((submissionCount == (2 * trustedNodesCount) / 3 + 1)) {
245 lastReportedSDPriceData = _sdPriceData;
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256 }

Once the 66% of the trusted nodes have submitted the price, the median
value is calculated and then the total length of the sdPrices array is
iterated in order to remove all its elements.

Firstly, this is highly inefficient, as the delete keyword could be used
here instead.

Secondly, a malicious trusted node could perform the following exploit:

1. 2 trusted nodes are added to the StaderOracle contract by a manager.

2. The manager calls StaderOracle.setSDPriceUpdateFrequency() and sets
it to 1.

3. TrustedNodel which is a malicious-trusted node, calls 80000 times
the submitSDPrice() function as shown in the code snippet below:

1 vm.startPrank(trustedNodel);

2 SDPriceData memory _sdPriceData;

3 uint256 txAmount = 80000;

4 for(uint256 i; i < txAmount; ++i){

5 _sdPriceData = SDPriceData({

6 reportingBlockNumber: block.number - (txAmount - i),
7 sdPriceInETH: 1 ether

8 s

9
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10 }
11 vm.stopPrank () ;

4. TrustedNode2 now calls submitSDPrice() but the call reverts as the

block gas 1limit is reached:

v
el :: (BxadF161a2bAdDAAF 3FEASHI1a044a9484B72F 1Dc4)
L 0
|~ [32460556] i (17130047, 1006A06080000606008) )
amit (node: OxadF161a2bAdDAAF3FEASHI1a04439484B72F1DcA, sdPricelnETH: 1080000000000000008, reportadBlock: 17130047, block: 171306048)
emit (sdPriceInETH: 100@00OOROOAGRABEOR, reportedBlock: 17138047, block: 17130848)
(0]

fer :: 0
L0

0

BVSS:

AO:A/AC:H/AX:L/C:N/I:N/A:C/D:M/Y:N/R:N/S:C (4.6)

Recommendation:

It is recommended to use delete to delete all the elements of an array
in the StaderOracle.submitSDPrice() function. This would reduce the gas
costs greatly and would make this attack described 3 times pricier. A
malicious trusted node would require more than 150000 transactions in
order to perform this exploit.

Remediation Plan:

SOLVED: The StaderlLabs team solved the issue by using the delete keyword
to delete all the elements of the array. The issue was addressed in the
following commit ID.

Commit ID : 9c¢c245db775127c29b18fa106145e5ccd68e7faa0.
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4.4 (HAL-04) WRONG CHECK IN

USERWITHDRAWALMANAGER .REQUESTWITHDRAW

FUNCTION - LOW (3.7)

Description:

The UserWithdrawalManager contract implements the requestWithdraw() func-
tion:

95 /%%

96 * @notice put a withdrawal request

97 * @param _ethXAmount amount of ethX shares to withdraw

98 * @param _owner owner of withdraw request to redeem

99 %/
100 function requestWithdraw(uint256 _ethXAmount, address _owner)
L, external override whenNotPaused returns (uint256) {

101 if (_owner == address(@)) revert ZeroAddressReceived();

102 uint256 assets = IStaderStakePoolManager (staderConfig.
L. getStakePoolManager()).previewWithdraw(_ethXAmount);

103 if (assets < staderConfig.getMinWithdrawAmount() || assets >
L, staderConfig.getMaxWithdrawAmount ()) {

1z revert InvalidWithdrawAmount () ;

105 }

106 if (requestIdsByUserAddress[msg.sender].length + 1 >
L, maxNonRedeemedUserRequestCount) {

107 revert MaxLimitOnWithdrawRequestCountReached();

108 }

109 IERC20Upgradeable (staderConfig.getETHxToken()).
L, safeTransferFrom(msg.sender, (address(this)), _ethXAmount);

110 ethRequestedForWithdraw += assets;

111 userWithdrawRequests[nextRequestId] = UserWithdrawInfo(payable
L, (_owner), _ethXAmount, assets, @, block.number);

112 requestIdsByUserAddress[_owner].push(nextRequestId);

113 emit WithdrawRequestReceived(msg.sender, _owner, nextRequestId
L, , _ethXAmount, assets);

114 nextRequestId++;

115 return nextRequestId - 1;

116 }

33



FINDINGS & TECH DETAILS

This function checks that msg.sender does not have too many requests not
redeemed yet. Although, msg.sender can request a withdrawal on behalf
of other user; hence, this check should be done in the _owner parameter,
not msg.sender as shown below:

1 if (requestIdsByUserAddress[_owner].length + 1 >

L> maxNonRedeemedUserRequestCount) {

2 revert MaxLimitOnWithdrawRequestCountReached();
31}

With the current implementation, a malicious user could perform multiple
small requestWithdraw() calls in order to DOS the claims of a user:

162 function claim(uint256 _requestId) external override nonReentrant
L {

163 if (_requestId >= nextRequestIdToFinalize) {

164 revert requestIdNotFinalized(_requestId);

165 3

166 UserWithdrawInfo memory userRequest = userWithdrawRequests[
L, _requestId];

167 if (msg.sender != userRequest.owner) {

168 revert CallerNotAuthorizedToRedeem();

169 3

170 // below is a default entry as no userRequest will be found

L, for a redeemed request.

171 if (userRequest.ethExpected == @) {

172 revert RequestAlreadyRedeemed(_requestId);

173 }

174 uint256 etherToTransfer = userRequest.ethFinalized;

175 deleteRequestId(_requestId, userRequest.owner);

176 sendValue (userRequest.owner, etherToTransfer);

177 emit RequestRedeemed(msg.sender, userRequest.owner,
L, etherToTransfer);

178 }
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198 function deleteRequestId(uint256 _requestId, address _owner)
L, internal {

199 delete (userWithdrawRequests[_requestId]);

200 uint256 userRequestCount = requestIdsByUserAddress[_owner].
L, length;

201 uint256[] storage requestlds = requestlIdsByUserAddress[_owner
L 1;

202 for (uint256 i = @; i < userRequestCount; i++) {

203 if (_requestId == requestlIds[i]) {

204 requestIds[i] = requestIds[userRequestCount - 1];

205 requestIds.pop();

206 return;

207 }

208 }

209 revert CannotFindRequestId();

210 }

Proof of Concept:

1. Bob performs, 80000 requestWithdraw() calls and sets Alice as the
owner.

2. Alice performs a requestWithdraw() call, setting herself as the
owner.
finalizeUserWithdrawalRequest() is called.

4. Alice tries to call claim() to claim her latest requestId, but the
call reverts as the block gas limit is reached.

— [e] HH (BxE6b3367318(5e11a6eED3CdAD850eCB6AB2EIHID)
L

O

c12111(80000)
0el06AR2EIH98: 1 Fallback{value: 100}()

BVSS:

AO:A/AC:H/AX:L/C:N/I:N/A:C/D:N/Y:M/R:N/S:U (3.7)



FINDINGS & TECH DETAILS

Recommendation:

It is recommended to update the UserWithdrawalManager.requestWithdraw()
function as suggested.

Remediation Plan:

SOLVED: The StaderlLabs team solved the issue in the following commit ID.

Commit ID : 9¢245db775127c29b18fa106145e5ccd68e7faa0.
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4.5 (HAL-05) MISMANAGEMENT OF
VALIDATOR STATUS LEADING TO
POTENTIAL BLOCKING OF WITHDRAWALS -
LOW (3.7)

Description:

In the withdrawnValidators function, there is a potential risk when an
oracle incorrectly flags a validator in the predeposit or initialized
status as fully withdrawn. The issue arises from the system’s inability
to send <32 ETH to a withdrawn validator.

Code Location:

/PermissionedNodeRegistry.sol#L683-L689

1 function isNonTerminalValidator(uint256 _validatorId) internal
L, view returns (bool) {

2 Validator memory validator = validatorRegistryl[

L, _validatorId];

3 return

4 !'(validator.status == ValidatorStatus.WITHDRAWN ||

5 validator.status == ValidatorStatus.FRONT_RUN ||

6 validator.status == ValidatorStatus.

L, INVALID_SIGNATURE);

7 }

BVSS:

AO:A/AC:H/AX:L/C:N/I:N/A:C/D:N/Y:M/R:N/S:U (3.7)
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Recommendation:

Consider using isActiveValidator instead of isNonTerminalValidator.

Remediation Plan:

SOLVED: The StaderlLabs team solved the issue in the following commit ID.

Commit ID : 9¢c245db775127c29b18fa106145e5ccd68e7faa0.
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4.6 (HAL-06) ABI.ENCODEPACKED()
SHOULD NOT BE USED WITH DYNAMIC
TYPES WHEN PASSING THE RESULT TO A
HASH FUNCTION SUCH AS KECCAK256() -
LOW (2.3)

Description:

Use abi.encode() instead, which will pad items to 32 bytes, which
will prevent hash collisions (e.g. abi.encodePacked(0x123,0x456) => 0
x123456 => abi.encodePacked(0x1,0x23456), but abi.encode(0x123,0x456)=>
0x0...1230...456). Unless there is a compelling reason, abi.encode
should be preferred. If there is only one argument to abi.encodePacked()
it can often be cast to bytes() or bytes32() instead.

Code Location:

StaderOracle.sol
- Line 110: abi.encodePacked(

Line 119: abi.encodePacked(

Line 179: abi.encodePacked(

Line 190: abi.encodePacked(

Line 236:

bytes32 nodeSubmissionKey = keccak256(abi.encodePacked(msg.sender,

_sdPriceData.reportingBlockNumber));

- Line 237:

bytes32 submissionCountKey = keccak256(abi.encodePacked(_sdPriceData.
reportingBlockNumber));

- Line 291: abi.encodePacked(

- Line 303: abi.encodePacked(

- Line 366: abi.encodePacked(

- Line 374: abi.encodePacked(

- Line 437:

abi.encodePacked(msg.sender, _mapd.index, _mapd.pageNumber,
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encodedPubkeys)
- Line 439:
bytes32 submissionCountKey = keccak256(abi.encodePacked(_mapd.index,

_mapd.pageNumber, encodedPubkeys));

UtilLib.sol
- Line 134:
return sha256(abi.encodePacked(_pubkey, bytes16(0)));

SocializingPool.sol

- Line 168:

bytes32 node = keccak256(abi.encodePacked(_operator, _amountSD,
amountETH)) ;

PermissionedPool.sol

- Line 244:

bytes32 pubkey_root = sha256(abi.encodePacked(_pubkey, bytes16(0)));
- Line 246: abi.encodePacked(

- Line 247: sha256(abi.encodePacked(_signature[:64])),

- Line 248: sha256(abi.encodePacked(_signature[64:], bytes32(0)))
- Line 253: abi.encodePacked(

- Line 254:

sha256 (abi.encodePacked(pubkey_root, _withdrawCredential)),

- Line 255:

sha256(abi.encodePacked(amount, bytes24(0), signature_root))

PermissionlessPool.sol

- Line 238:

bytes32 pubkey_root = sha256(abi.encodePacked(_pubkey, bytes16(0)));
- Line 240: abi.encodePacked(

- Line 241: sha256(abi.encodePacked(_signature[:64])),

- Line 242: sha256(abi.encodePacked(_signature[64:], bytes32(0)))
- Line 247: abi.encodePacked(

- Line 248:

sha256 (abi.encodePacked(pubkey_root, _withdrawCredential)),

- Line 249:

sha256(abi.encodePacked(amount, bytes24(0), signature_root))
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VaultFactory.sol

- Line 93:

return abi.encodePacked(bytes1(0x01), bytes11(0x0), address(
_withdrawVault));

BVSS:

AO:A/AC:M/AX:M/C:H/I:L/A:N/D:N/Y:N/R:P/S:C (2.3)

Recommendation:

Consider using abi.encode instead of abi.encodePacked.

Remediation Plan:

SOLVED: The StaderLabs team solved the issue in the following commit ID.

Commit ID : 9¢245db775127c29b18fa106145e5ccd68e7faa0.
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4.7 (HAL-07)

COMPUTEWI THDRAWVAUL TADDRESS AND
COMPUTENODEELREWARDVAUL TADDRESS MAY
RETURN INCORRECT ADDRESSES - LOW

(3.7)

Description:

When the vaultProxyImplementation address is updated by an admin, the
computeWithdrawVaultAddress() and computeNodeELRewardVaul tAddress()
functions will return incorrect addresses as these functions use the
ClonesUpgradeable.predictDeterministicAddress(vaultProxyImplementation,
salt) library function to determine which address to return. Given the
same vaultProxyImplementation and salt values, this function will always
return the same address. However, the vaultProxyImplementation address
can be changed by an admin call to updateVaultProxyAddress(), causing
the returned addresses to point to non-existing contracts:

Listing 12: VaultFactory.sol (Line 95)

93 function updateVaultProxyAddress(address _vaultProxyImpl) external
L, override onlyRole (DEFAULT_ADMIN_ROLE) {

94 UtilLib.checkNonZeroAddress(_vaultProxyImpl);
95 vaultProxyImplementation = _vaultProxyImpl;
96 emit UpdatedVaultProxyImplementation(vaultProxyImplementation)
L
97 }
The impact of this vulnerability can be quite severe. The

PermissionlessPool.preDepositOnBeaconChain() function, which internally
calls VaultFactory.computeWithdrawVaultAddress(), would deposit funds
to the wrong address. This would effectively lock the funds in a

non-recoverable manner as they are sent to non-existing contracts:
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85 function preDepositOnBeaconChain(

86 bytes[] calldata _pubkey,

87 bytes[] calldata _preDepositSignature,

88 uint256 _operatorld,

89 uint256 _operatorTotalKeys

90 ) external payable nonReentrant {

91 UtilLib.onlyStaderContract(msg.sender, staderConfig,
L, staderConfig.PERMISSIONLESS_NODE_REGISTRY ());

92 address vaultFactory = staderConfig.getVaultFactory();
93 uint256 pubkeyCount = _pubkey.length;

94 for (uint256 i; i < pubkeyCount; ) {

95 address withdrawVault = IVaultFactory(vaultFactory).
L, computeWithdrawVaultAddress(

96 INodeRegistry ((staderConfig).

L, getPermissionlessNodeRegistry()).POOL_ID(),

97 _operatorlId,

98 _operatorTotalKeys + i

99 );
100 bytes memory withdrawCredential = IVaultFactory(

L, vaultFactory).getValidatorWithdrawCredential (withdrawVault);
101

102 bytes32 depositDataRoot = this.computeDepositDataRoot (

103 _pubkey[il],

iz _preDepositSignature[i],

105 withdrawCredential,

106 staderConfig.getPreDepositSize ()

107 );

108 //slither-disable-next-line arbitrary-send-eth

109 IDepositContract(staderConfig.getETHDepositContract()).
L, deposit{value: staderConfig.getPreDepositSize()}(

110 _pubkey[il],

111 withdrawCredential,

112 _preDepositSignaturel[i],

113 depositDataRoot

114 )

115 emit ValidatorPreDepositedOnBeaconChain(_pubkey[il);

116 unchecked {

117 ++1;

118 3}

119 3}

120 }
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BVSS:

AO:A/AC:H/AX:L/C:N/I1:M/A:C/D:N/Y:N/R:N/S:U (3.7)

Recommendation:

It is recommended to prevent the admin from updating the
vaultProxyImplementation. This will ensure that the functions
computeWithdrawVaultAddress() and computeNodeELRewardVaultAddress()
always return correct addresses.

Another option is creating a mapping to store the historical val-
ues of vaultProxyImplementation against the addresses returned by
deployWithdrawVault() and deployNodeELRewardVault(). This way, even
if the vaultProxyImplementation address is updated, the contract can
reference the correct implementation address at the time of deployment,

preventing it from pointing to non-existing contracts.

Remediation Plan:

SOLVED: The Stader team acknowledged the possible concern that might
arise if updates to the ETHx smart contracts are not carefully executed
in the future. To avoid any such complications, Stader's DAO will conduct
a thorough examination of all future updates and will also seek multiple
external audits. In the current contract setup, they’ve integrated
several safety measures to avert any such issues. For instance, a
feature like updateVaultProxyAddress is overseen by a time-delayed multi-
signature mechanism, and they can pause the contracts when needed. These
precautions are implemented to prevent potential issues from arising.
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4.8 (HAL-08) VAULTPROXY IS SUBJECT
TO STORAGE COLLISIONS - LOW (3.7)

Description:

The contract VaultProxy 1is a custom proxy implementation used by
the StaderLabs team. This proxy will be used as the proxy to the
ValidatorWithdrawalVault and NodeELRewardVault implementations.

VaultProxy storage

| Name | Type | Slot | Offset | Bytes | Contract |
., . R R, |
| vaultSettleStatus | bool | @ | e |1 | contracts/VaultProxy.sel:VaultProxy |
| isvalidatorWithdrawalVault | bool | 8 |1 |1 | contracts/VaultProxy.sel:VaultProxy |
| isInitialized | bool | e | 2 | 1 | contracts/VaultProxy.sel:VaultProxy |
| poolid | uints | e | 3 |1 | contracts/VaultProxy.sol:VaultProxy |
| id | uint256 | 1 | @ | 32 | contracts/VaultProxy.sel:VaultProxy |
| owner | address | 2 | @ | 28 | contracts/VaultProxy.sol:VaultProxy |
| staderConfig | contract IStaderConfig | 3 | @ | 28 | contracts/VaultProxy.sol:VaultProxy |
ValidatorWithdrawalVault storage
| Mame | Type | Slot | Offset | Bytes | Contract |
| RS R h— I —_——,——— - —“V - |
| vaultSettleStatus | bool | © | e |1 | contracts/ValidatoriithdrawalVault.sol:ValidatorkithdrawalVault |

NodeELRewardVault storage
| Mame | Type | Slet | Offset | Bytes | Contract |

In the realm of smart contracts, and particularly in Solidity, it is
essential to emphasize the consideration of storage handling when using

proxy contracts.

Primarily, proxy contracts should ideally possess no storage of their
own. The reason behind this stems from the fundamental purpose of a proxy
contract, which is to delegate calls to an underlying logic contract,
hence maintaining minimal functionality itself. This approach simplifies
the upgradeability process, as changes to the logic contract do not
necessitate modification to the storage layout of the proxy contract.

However, if a proxy contract does require its own storage, it is strongly
recommended that the storage slots are positioned randomly or non-
consecutively. This tactic mitigates the risk of collision with the
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storage layout of the logic contract, thereby reducing the potential for

critical issues.

Storage collision can occur when the proxy and logic contracts both
attempt to access or modify the same storage slot. This can lead to
unpredictable behavior, corrupt data, and in the worst-case scenario,
make the contract vulnerable to exploits. The EVM does not differentiate
storage spaces of different contracts in a delegatecall context. If the
storage layouts are not carefully handled, writing to a storage location
in the logic contract might unintentionally affect the state of the proxy

contract, or vice versa.

With the current implementation of the ValidatorWithdrawalVault and
NodeELRewardVault contracts, there is no issue as:

1. There is a storage collision in VaultProxy and ValidatorWithdrawalVault

with the vaultSettleStatus state variable, although this is not a
problem as both contracts save this state variable in exactly the
same storage slot.

2. NodeELRewardVault uses no storage.

Although, if any of these contracts (ValidatorWithdrawalVault and
NodeELRewardVault) were updated in the future, and they used new
positions in their storage slots, a storage collision would occur. For
this reason, the ideal practice is to strive for proxy contracts with
no storage. If storage is unavoidable, it is crucial to ensure that
the storage slots are organized randomly or non-consecutively to avoid
potential storage collision.

BVSS:

AO:A/AC:H/AX:L/C:N/I1:M/A:C/D:N/Y:N/R:N/S:U (3.7)

Recommendation:

It is recommended to strive for proxy contracts with no storage. If
storage is unavoidable, it is crucial to ensure that the storage slots
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are organized randomly or non-consecutively to avoid potential storage

collision, ensuring a more robust and secure smart contract architecture.

Remediation Plan:

SOLVED: The Stader team has noted the highlighted concern and provided an
explanation. The concern revolves around potential harm that could occur
if updates are made to the ETHx smart contracts without proper considera-
tion. To mitigate this risk, the Stader DAO will oversee any forthcoming
updates and will obtain multiple audits to prevent such issues. It is
important to note that under the present contract setup/configuration,

this issue does not pose a concern.
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4.9 (HAL-09) CHAINLINK’S
LATESTROUNDDATA MIGHT RETURN STALE
OR INCORRECT RESULTS -
INFORMATIONAL (0.0)

Description:

The getPORFeedData() function in the StaderOracle contract fetches the
price of the assets from Chainlink aggregators using the latestRoundData()

function:

Listing 14: StaderOracle.sol (Lines 646-649)

637 function getPORFeedData ()

638 internal

639 view

640 returns (

641 uint256,

642 uint256,

643 uint256

644 )

645 {

646 (, int256 totalETHBalanceInInt, , , ) = AggregatorV3Interface(
L, staderConfig.getETHBalancePORFeedProxy ())

647 .latestRoundData () ;

648 (, int256 totalETHXSupplyInInt, , , ) = AggregatorV3Interface(
L, staderConfig.getETHXSupplyPORFeedProxy ())

649 .latestRoundData();

650 return (uint256(totalETHBalanceInInt), uint256(
L, totalETHXSupplyInInt), block.number);

651 }

However, there are no checks on roundID or timeStamp. If there is
a problem with Chainlink starting a new round and finding consensus
on the new value for the oracle (e.g. Chainlink nodes abandoning the
oracle, chain congestion, vulnerability/attacks on the Chainlink system)

consumers of this contract may continue using obsolete data.
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On the other hand, according to Chainlink’s documentation,
latestRoundData() does not raise an error if no response has been
reached, but returns @, in this case feeding an incorrect price to the
StaderOracle contract.

BVSS:

AO:A/AC:L/AX:L/C:N/I:N/A:N/D:N/Y:N/R:F/S:C (0.0)

Recommendation:

It is recommended to add the following checks on the return data of the
latestRoundData() function:

637 function getPORFeedData ()

638 internal

639 view

640 returns (

641 uint256,

642 uint256,

643 uint256

644

645

646
L
Ly

647

648
L

649
Ly

650
L

651
Ly
Ly

652

653
L
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654

655

656

657

Remediation Plan:

ACKNOWLEDGED: The StaderlLabs team acknowledged the concern raised with
the following reason. Currently, the Chainlink implementation is not fi-
nalized. A toggle parameter currently prevents ER updates from Chainlink.
When observing production contracts, it is evident that ER is currently
fetched more from Oracles than Chainlink. The switch to Chainlink for
ER feeds will only occur after thorough and extensive testing has been
conducted.

50



FINDINGS & TECH DETAILS

4.10 (HAL-10) FLOATING PRAGMA -
INFORMATIONAL (0.0)

Description:

Contracts should be deployed with the same compiler version and flags
used during development and testing. Locking the pragma helps to ensure
that contracts do not accidentally get deployed using another pragma.
For example, an outdated pragma version might introduce bugs that affect
the contract system negatively.

Code Location:

Auction.sol
- Line 2: pragma solidity "0.8.16;

ETHx.sol
- Line 2: pragma solidity *0.8.16;

NodeELRewardVault.sol
- Line 2: pragma solidity *0.8.16;

Penalty.sol
- Line 2: pragma solidity "0.8.16;

PermissionedNodeRegistry.sol

- Line 2: pragma solidity *0.8.16;

PermissionedPool. sol
- Line 2: pragma solidity *0.8.16;

PermissionlessNodeRegistry.sol
- Line 2: pragma solidity "0.8.16;

PermissionlessPool.sol

- Line 2: pragma solidity "0.8.16;
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PoolSelector.sol
- Line 2: pragma solidity *0.8.16;

PoolUtils.sol
- Line 2: pragma solidity "0.8.16;

SDCollateral.sol
- Line 2: pragma solidity "0.8.16;

SocializingPool.sol
- Line 2: pragma solidity *0.8.16;

StaderConfig.sol
- Line 2: pragma solidity "0.8.16;

StaderInsuranceFund.sol

- Line 2: pragma solidity *0.8.16;

StaderOracle.sol
- Line 2: pragma solidity *0.8.16;

StaderStakePoolsManager.sol
- Line 2: pragma solidity "0.8.16;

UserWithdrawalManager.sol

- Line 2: pragma solidity *0.8.16;

ValidatorWithdrawalVault.sol
- Line 2: pragma solidity *0.8.16;

VaultFactory.sol
- Line 2: pragma solidity *0.8.16;

UtilLib.sol
- Line 2: pragma solidity "0.

[ee)

.16;

BVSS:

AO:A/AC:L/AX:L/C:N/I:N/A:N/D:N/Y:N/R:F/S:C (0.0)
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Recommendation:

Consider locking the pragma version in the smart contracts. It is not
recommended to use a floating pragma in production.

For example: pragma solidity 0.8.16;

Remediation Plan:

SOLVED: The StaderlLabs team solved the issue in the following commit ID.

Commit ID : 9¢c245db775127c29b18fa106145e5ccd68e7faal.
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4.11 (HAL-11) LACK OF ENFORCEMENT
ON MINIMUM NUMBER OF TRUSTED NODES -
INFORMATIONAL (0.0)

Description:

The current implementation of the removeTrustedNode function allows the
removal of trusted nodes without enforcing a minimum number of trusted
nodes that should always be present in the system. As a result, it is
theoretically possible to remove all trusted nodes, which could lead to
the failure of any system processes that rely on these nodes.

If all trusted nodes are removed, it could potentially bring the system
to a halt, disrupting services and leading to a loss of trust among
users. Furthermore, it could potentially make the system more vulnerable
to attacks.

Code Location:

StaderOracle.sol#L1L84C14-L84C31

Listing 16

1 function addTrustedNode (address _nodeAddress) external
L, override {

2 UtilLib.onlyManagerRole(msg.sender, staderConfig);
3 UtilLib.checkNonZeroAddress (_nodeAddress);

4 if (isTrustedNode[_nodeAddress]) {

5 revert NodeAlreadyTrusted();

6 }

7 isTrustedNode[ _nodeAddress] = true;

8 trustedNodesCount ++;

9

10 emit TrustedNodeAdded(_nodeAddress);

11 3}

12

13 /// @inheritdoc IStaderOracle

14 function removeTrustedNode (address _nodeAddress) external
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L, override {
15 UtilLib.onlyManagerRole (msg.sender, staderConfig);
16 UtilLib.checkNonZeroAddress (_nodeAddress);
17 if (!isTrustedNode[_nodeAddress]) {
18 revert NodeNotTrusted();
19 }
20 isTrustedNode[ _nodeAddress] = false;
21 trustedNodesCount --;
22
23 emit TrustedNodeRemoved(_nodeAddress);
24 }
BVSS:

AO:A/AC:L/AX:L/C:N/I:N/A:N/D:N/Y:N/R:F/S:C (0.0)

Recommendation:

Add a check to ensure that there are always a minimum number of trusted
nodes in the system.

Remediation Plan:

SOLVED: The StaderlLabs team solved the issue in the following commit ID.

Commit ID : 9¢c245db775127c29b18fa106145e5ccd68e7faal.
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4.12 (HAL-12) TYPO ON THE EVENT -
INFORMATIONAL (0.0)

Description:

In the updateBidIncrement function, the event name BidInrementUpdated

appears to have a typographical error. It seems like it should be
BidIncrementUpdated instead of BidInrementUpdated. This can cause con-
fusion and could lead to issues in event tracking or when using event
logs for any kind of automation or tracking system.

Code Location:

Auction.sol#L153

1 function updateBidIncrement (uint256 _bidIncrement) external
L, override {
2 UtilLib.onlyManagerRole (msg.sender, staderConfig);
3 bidIncrement = _bidIncrement;
4 emit BidInrementUpdated(_bidIncrement);
5 }
BVSS:

AO:A/AC:L/AX:L/C:N/I:N/A:N/D:N/Y:N/R:F/S:C (0.0)

Recommendation:

Typographical errors in code, especially in function or event names,
should be fixed as soon as possible to prevent future issues. The
corrected code should look like this:

56


https://github.com/stader-labs/ethx/blob/eb9140b5b7779be3942e5bbcc8f52ebb33bf0df9/contracts/Auction.sol#L153

FINDINGS & TECH DETAILS

1 function updateBidIncrement(uint256 _bidIncrement) external
L, override {

2 UtilLib.onlyManagerRole(msg.sender, staderConfig);

3 bidIncrement = _bidIncrement;

4 emit BidIncrementUpdated(_bidIncrement); // Corrected event
L, name

57}

Remediation Plan:

SOLVED: The StaderlLabs team solved the issue in the following commit ID.

Commit ID : 9c245db775127c29b18fa106145e5ccd68e7faa0.
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4.13 (HAL-13) LOOP OPTIMIZATION -
INFORMATIONAL (0.0)

Description:

When a loop iterates many times, it causes the amount of gas required to
execute the function to increase significantly. In Solidity, excessive
looping can cause a function to use more than the maximum allowed gas,
which causes the function to fail.

Code Location:

PermissionlessNodeRegistry.sol
- Line 135:
for (uint256 i
- Line 190:
for (uint256 i = @; i < readyToDepositValidatorsLength; i++){}
- Line 202:

for (uint256 i = @; i < frontRunValidatorsLength; i++){}

- Line 209:

for (uint256 i = @; i < invalidSignatureValidatorsLength; i++)
- Line 228:

for (uint256 i = 0; i < withdrawnValidatorCount; i++){}

0; i < keyCount; i++){}

BVSS:

AO:A/AC:L/AX:L/C:N/I:N/A:N/D:N/Y:N/R:F/S:C (0.0)

Recommendation:

To reduce gas consumption, it is recommended to find ways to optimize the
loop or potentially break the loop into smaller batches. The following
pattern can also be used:
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1 uint256 cachedLen = array.length;
2 for(uint i; i < cachedLen;){

4 unchecked {
5 ++1;
6
7

Remediation Plan:

SOLVED: The StaderlLabs team solved the issue in the following commit ID.

Commit ID : 9c245db775127c29b18fa106145e5ccd68e7faa0.
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4.14 (HAL-14) MISSING/INCOMPLETE
NATSPEC COMMENTS - INFORMATIONAL
(0.0)

Description:

The functions are missing @param for some of their parameters. Given
that NatSpec is an important part of code documentation, this affects
code comprehension, auditability, and usability.

Code Location:

Contracts

BVSS:

AO:A/AC:L/AX:L/C:N/I:N/A:N/D:N/Y:N/R:F/S:C (0.0)

Recommendation:

Consider adding in full NatSpec comments for all functions to have complete
code documentation for future use.

Remediation Plan:

ACKNOWLEDGED: The StaderlLabs team acknowledged this issue.
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. Remove the assert(address(this).balance == 0) from the

stakeUserETHToBeaconChain() function.

. Use delete to delete all the elements of an array in the StaderOracle

.submitSDPrice() function.

. Update the UserWithdrawalManager.requestWithdraw() function as sug-

gested.

4. Lock the pragma version in all the smart contracts.
5. Code adjustments should be made in the deactivateNodeOperator and

_deactivateNodeOperator functions to not only flag the operator as
inactive, but also to remove its permissions from the permissionlList.
This will prevent the operator from being re-onboarded or perform-
ing actions that require permissions after deactivation, thereby
enhancing the system’s security.

. To mitigate the potential risk in the withdrawnValidators func-

tion, it is crucial to enhance the system’s ability to handle cases
when a validator is incorrectly flagged as fully withdrawn in the
predeposit or initialized status by an oracle. This could be done
by implementing a verification mechanism to double-check the status
of the validator before executing the withdrawal function.

. To address the identified issue in the requestWithdraw function,

it is crucial to revise the implementation to prevent the
lastWithdrawReqTimestamp from being updated on every call. Rather,
it should be set only on the first call within the withdrawDelay
period. This could be achieved by adding a condition that checks if
the withdrawDelay period has elapsed since the last request before
updating the lastWithdrawReqTimestamp.

. To rectify the potential issue with the slashSD function, it is ad-

vised to implement a check ensuring that the maxApproveSD function
has been executed before creating an auction. This could be inte-
grated directly into the slashSD function or included in a separate
pre-auction validation process. By ensuring the auction contract
has the necessary approval to spend SD tokens prior to auction cre-
ation, you can prevent potential auction failures and ensure the
smooth operation of the system.
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6.1 STATIC ANALYSIS REPORT

Description:

Halborn used automated testing techniques to enhance the coverage of
certain areas of the smart contracts in scope. Among the tools used was
Slither, a Solidity static analysis framework. After Halborn verified
the smart contracts in the repository and was able to compile them
correctly into their ABIS and binary format, Slither was run against the
contracts. This tool can statically verify mathematical relationships
between Solidity variables to detect invalid or inconsistent usage of the
contracts’ APIs across the entire code-base.

Slither results:

Auction sol

INFO: Det
UtilLib. get”adel{e(xp)enb’\ddress[}yﬂperatﬂr(ury(ﬁ address, IStaderConfig) (contracts/library/Utillib.sol#113-121) is never used and should be removed
UtilLib. getNodeRecipientAddressByOperatorId(uint8, uint256, IStaderConfig) (contracts/library/Utillib.sol#164-111) is never used and should be removed
UtilLib. getNodeRecipientAddressByValidatorId(uint8, uint256, IStaderConfig) (contracts/library/Utillib.sol#94-102) is never used and should be removed
UtilLib. getOperatorForValidSender (uint8, uint256, address, IStaderConfig) (contracts/library/Utillib.sol#64-79) is never used and should be removed
UtilLib. getPubkeyForValidSender(uint8, uint256, address, IStaderConfig) (contracts/library/UtilLib.sol#48-62) is never used and should be removed
UtilLib. getPubkeyRoot(bytes) (contracts/library/Utillib.sol#128-135) is never used and should be removed

UtilLib. getValidatorSettleStatus(bytes, IStaderConfig) (contracts/library/UtilLib.sol#137-147) is never used and should be removed
UtilLib.onlyOperatorRole(address, IStaderConfig) (contracts/library/Utillib.sol#31-35) is never used and should be removed
UtilLib.onlyStaderContract (address, IStaderConfig, bytes32) (contracts/library/Utillib.s0l#38-46) is never used and should be removed
UtilLib.onlyValidatortithdrawVault (uint8, uint256, address, IStaderConfig) (contracts/library/Utillib.sol#81-92) is never used and should be removed
Reference: https://github. com/crytic/slither/wiki/Detector-Documentationtdead-code

INFO:Detectors:

Pragna version®0.8.16 (contracts/Auction.sol#2) allows old versions

Pragna version®0.8.16 (contracts/interfaces/INodeRegistry.sol#2) allows old versions

Pragna version®0.8.16 (contracts/interfaces/IPoolUtils.sol#2) allows old versions

Pragna version®0.8.16 (contracts/interfaces/IStaderConfig.sol#2) allows old versions

Pragna version®0.8.16 (contracts/interfaces/IStaderStakePoolManager. sol#3) allows old versions

Pragma version®0.8.16 (contracts/interfaces/IValidatoriithdravalVault.sol#2) allows old versions

Pragna version"0.8.16 (contracts/interfaces/SDCollateral/TAuction.sol#2) allows old versions

Pragna version®0.8.16 (contracts/library/Utillib.sol#2) allows old versions

Pragna version®0.8.16 (contracts/library/ValidatorStatus.sol#2) allows old versions

501c-0.8.16 is not recommended for deployment

Reference: https://github. com/crytic/slither/wiki/Detector-Documentation#incorrect-versions-of-solidity

Low level call in Auction.ui 1d(uint256) (contr. ion. s01#119-134)
ccess) = address(msg.sender) .call{value: withdrawalAmount}() (contracts/Auction.sol#130)
Reference: https://github. con/crytic/slither/wiki/Detector-Documentationtlow-level-calls

ETHx.sol

INFO:Detectors:
UtilLib. getNodeRecipientAddressByOperator (uint8, address, IStaderConfig) (contracts/library/Utillib.sol#113-121) is never used and should be removed
UtilLib. getNodeRecipientAddressByOperatorTd(uint8, uint256, IStaderConfig) (contracts/library/Utillib.sol#104-111) is never used and should be removed
Utillib. getNodeRecipientAddressByValidatorTd(uint8, uint256, IStaderConfig) (contracts/library/UtilLib.sol#94-102) is never used and should be removed
UtilLib. getOperatorForValidSender (uint8, uint256, address, IStaderConfig) (contracts/library/UtilLib.sol#64-79) is never used and should be removed
Uti1Lib. getPubkeyForValidSender (uint8,uint256, address, IStaderConfig) (contracts/library/UtilLib.sol#48-62) is never used and should be removed
Utillib. getPubkeyRoot (bytes) (contracts/library/UtilLib.sol#128-135) is never used and should be removed
Utillib.getValidatorSettleStatus (bytes, IStaderConfig) (contracts/library/UtilLib.sol#137-147) is never used and should be removed
Utillib.onlyOperatorRole(address, IStaderConfig) (contracts/library/Utillib.sol#31-35) is never used and should be remove
Utillib.onlyStaderContract (address, IStaderConfig, bytes32) (contracts/library/UtilLib.sol#38-46) is never used and should be removed
Utillib.onlyValidatorhithdrauVault (uint8, uint256, address, IStaderConfig) (contracts/library/UtilLib.sol#81-92) is never used and should be r
Reference: https://github.con/crytic/slither/uiki/Detector-Docunentationfdead-code

INFO:Detectors:

Pragna version"0.8.16 (contracts/ETHx.sol#2) allows old versions

Pragna version'0.8.16 (contracts/interfaces/lodsRegistry <ol#2) alloss old versions

Pragna version"0.8.16 (contracts/interfaces/IPoolUtils. sol#2) allows old versions

Pragma version"0.8.16 (contracts/interfaces/IStaderConfig.sol#2) allows old versions

Pragma version"0.8.16 (contracts/interfaces/IValidatorWithdrawalVault.sol#2) allows old versions

Pragna version"0.8.16 (contracts/library/Utillib.sol#2) allows old versions

Pragna version®0.8.16 (contracts/library/ValidatorStatus.sol#2) allows old versions

solc-0.8.16 is not recommended for deployment

Reference: https://github. con/crytic/slither/wiki/Detector-Documentation#incorrect-versions-of-solidity

moved

NodeELRewardVault.sol

TNFO: Detectors:
Utillib. i uint,address, IStaderConfig) (contracts/Library/UtilLib. sol#113-121) is never used and should be removed
USSTETS 3 alidatorTd(ui IStaderConfig) (contracts/library/Utillib.sol#94-182) is never used and should be removed
UtilLib. getOperatorForValidSender (uint8, um\zsé,eddress,lS(ader(onhg) (contracts/1ibrary/UtilLib.s50l#64-79) is never used and should be removed
UtilLib. getPubkeyForValidSender(uint8,uint256,address, IStaderConfig) (contracts/library/Utillib.sol#48-62) is never used and should be removed
Uti1Lib. getPubkeyRoot (bytes) (contracts/library/Utillib. sol#128-135) is never used and should be removed

Utillib. getValidatorSettleStatus(bytes, IStaderConfig) (contracts/library/Utillib.sol#137-147) is never used and should be removed
UtilLib.onlyManagerRole(address, IStaderConfig) (contracts/library/Utillib.sol#25-29) is never used and should be removed
UtilLib.onlyOperatorRole(address, IStaderConfig) (contracts/library/UtilLib.sol#31-35) is never used and should be removed
UtilLib.onlyStaderContract (address, IStaderConfig, bytes32) (contracts/library/Utillib.s01#38-46) is never used and should be removed

UtilLib. onlyValidatorHithdrawVault(uint8, uint256, address, IStaderConfig) (contracts/library/Utillib.sol#81-92) is never used and should be removed
Reference: https://github. con/crytic/slither/wiki/Detector-Documentationtdead-code
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INFO:Detectors:
Pragna version"0.8.16 (contracts/NodeELRewardVault. sol#2) allows old versions
Pragna version®0.8.16 (contracts/interfaces/INodeELRewardVault.sol#2) allows old versions
Pragna version®0.8.16 (contracts/interfaces/INodeRegistry.sol#2) allows old versions
Pragma version"0.8.16 (contracts/interfaces/IPoolUtils. sol#2) allows old versions
Pragma version"0.8.16 (contracts/interfaces/IStaderConfig.sol#2) allows old version
Pragia version®0.5.16 (contracts/ntenfaces/IStaderStakepoollanager. s0143) allows old versions
Pragna version"0.8.16 (contracts/interfaces/IValidatorWithdrawalVault.sol#2) allows old versions
Pragna version®0.8.16 (contracts/library/UtilLib.sol#2) allows old versions
Pragna version0.8.16 ((ontre(ts/libr‘ar‘y/ValidaturStatus s01#2) allows old versions
501c-0.8.16 is not recommended for deployme:
Reference: https://github. :ﬂm/:ryt):/slxther/\ukx/Dete(Qnr Documentation#incorrect -versions-of-solidity
INFO:Detector:
Low level call in NodeELRewardVault.withdrau() (contracts/NodeELRewardVault.sol#50-76):
- (success,llone) = address(staderConfig.getStaderTreasury()).call{value: protocolShare}() (contracts/NodeELRewardVault.sol#63)
- (5u(<e55 None) = nodeKedment call{value: operatorShare}() ((ontr‘a(ts/NodeELRwardVault 501470)
Reference: https:/, y i/Detector.

Penalty.sol

NFO:Detectors:
UtilLib ipi sbyOperator(uintd, adrass, IStaderConlg) (contracts,}ibrary/UeilLin,salai13-121) 15 nover used and should be remove
Uti1Lib. getNodeR: ddressByOperator: i taderConfig) (contracts/library/Utillib.sol#104-111) is never used and should be rened
Ut)lLib.gethdeRe(ipientAddressByVal)da(or!d(ujntB,u)nt256 IStaderConfig) (contracts/library/Utillib.sol#94-102) is never used and should be removed
UtilLib. getOperatorForValidSender (uint8, uint256,address, IStaderConfig) (contracts/library/Utillib.sol#64-79) is never used and should be removed
UtilLib.onlyOperatorRole(address, IStaderConfig) (contracts/library/Utillib.sol#31-35) is never used and should be removed

UtilLib ontract(address, IStaderConfig,bytes32) (contracts/library/UtiiLib:sol438-46) s never used and should be renove

UtilLib. i i 1t(uint8 ddress, IStaderConfig) (contracts/library/Utillib.sol#81-92) is never used and Should be pesoved
Referance: httpss//gitnub. Con/crysie/211ther, ki Dexector-Documentat ioniéead. code

INFO:Detector:

Pragna versions0.5.16 (contracts/Penalty.sol#2) allows old versions

Pragna version®0.8.16 (contracts/interfaces/INodeRegistry.sol#2) allows old versions

Pragna version"0.8.16 (contracts/interfaces/IPenalty.sol#2) allows old version:

Pragna version®0.8.16 (contracts/interfaces/IPoolUtils.sol#2) allows old versions

Pragna version®0.8.16 (contracts/interfaces/IRatedVl.sol#2) allows old versions

Pragna version®0.8.16 (contracts/interfaces/IStaderConfig.sol#2) allows old versions

Pragna version®0.8.16 (contracts/interfaces/IStaderOracle.sol#2) allows old versio

Pragna version*0.8.16 (contracts/interfaces/IValidatorithdrawalVault.sol#2) liows 14 versions
Pragna version™0.8.16 (contracts/library/Utillib.sol#2) allows old versions

Pragna version®0.8.16 (contracts/library/ValidatorStatus.sol#2) allows old versions

501c-0.8.16 is not recommended for deployment

Reference: https://github. con/crytic/slither/wiki/Detector-Documentation#incorrect-versions-of-solidity

PermissionedNodeRegistry.sol

INFO:Detectors:

PermissionediodeRegistry. getAllActiveValidator: (contracts/Permissi istry.sol ) uses assembly
- INLINE ASM ((untra(ts/?srm)ss)onedNodeNeg)stry su)»m 581,

Reference: https://github.com/crytic/slither/wiki/Detector-Documentation#assembly-usage

INFO:Detectors:

ddvali 1,bytes[],bytes[]) (contracts/PermissionediodeRegistry.sol#136-174) has costly operations inside a loop:
; nextialidatorld ++ (contracts/Pernissionediodefiegistry. sol#172
i 1i

Pers ry atorId(uint256) (contracts/PermissionedNodeRegistry.sol#185-233) has costly operations inside a loop:

- operatorIdFurEx(essDeDos)t i_scope_0 (contracts/PermissionedodeRegistry.s01#228)

i ._dea uint256) (contrac .501#707-711) has costly operations inside a loop:

R « istry.s01#709)
Reference: https://github. :ﬂm/:ryt):/slxther/\ukx/Dete(Qur i perations-i 1oop
INFO:Detectors:

ib. getNodeR: ddressByOperator: ddress, IStaderConfig) (contracts/library/Utillib.sol#113-121) is never used and should be removed
UtilLib. getNodeRecipientAddressByOperatorId(ui 1t256, IStaderConfig) (contracts/library/Utillib.sol#164-111) is never used and should be removed
Uei1Lib. getlodefe yValidatorld(uints, uinc256 IStadsr‘Conflg) (contracts/library/Utillib.501#94-162) is never used and should be removed
i1l i i i ddress, IStaderConfig) (contracts/library/UtilLib.sol#64-79) is never used and should be removed

Utillib t8,uint256,address, IStaderConfig) (contracts/library/Utillib.sol#48-62) is never used and should be removed

UtilLib. getPubkeyRoot (bytes) (:on(rac(s/]ihrary/uu]uh 501#128-135) is never used and should be removed

UtilLib. getValidatorSettleStatus (bytes, IStaderConfig) (contracts/library/Utillib.sol#137-147) is never used and should be remove
UtilLib.onlyValidatorWithdrawVault(uint8, uint256, address, IStaderConfig) (contracts/library/Utillib.sol#81-92) is never used and hould be renoved
Reference: https://github.com/crytic/slither/wiki/Detector-Documentationtdead-code

NFO: Detectors:

Pragna version®0.8.16 (contracts/PermissionedNodeRegistry.sol#2) allows old versions

Pragna version®0.8.16 (contracts/interfaces/INodeRegistry.sol#2) allows old versions

Pragna version®0.8.16 (contracts/interfaces/IPermissionediiodeRegistry.sol#2) allows old versions

Pragna version®0.8.16 (contracts/interfaces/IPermissionedPool.s0l#2) allows old versions

Pragna version®0.8.16 (contracts/interfaces/IPoolUtils.sol#2) allows old versions

Pragna version®0.8.16 (contracts/interfaces/IStaderConfig.sol#2) allows old versions

Pragna version®0.8.16 (contracts/interfaces/IValidatoriithdravalVault.sol#2) allows old versions

Pragna version®0.8.16 (contracts/interfaces/IVaultFactory.sol#2) allows old versio

Pragna version®0.5.16 (contracts/nterfaces/SOCoLlateral/1s0CoL lateral so1#2) allovs old versions

Pragna version®0.8.16 (contracts/library/Utillib.sol#2) allows old versions

Pragna version*0.8.16 ((ontra(ts/l)br‘ary/Val)datur-Status s01#2) allows old versions

s01c-0.8.16 is not recommended for deployme:

Reference: https://github. ¥ iki/Detector- fon#i _versions-of-solidity

PermissionedPool.sol

INFO:Detectors:

UtilLib sByOperator ddress, IStaderConfig) (contracts/library/UtilLib.sol#113-121) is never used and should be removed
UtilLib. getNodeR: ddressByOperator: it taderConfig) (contracts/library/Utillib.sol#104-111) is never used and should be removed
UtilLib. getNodeRecipientAddressByValidatorTd(uint8, antZSS !Stader{onhg) (contracts/library/Utillib.501#94-162) is never used and should be removed
UEA1L . getOperatorForValidsenden (uintd, uint256, address, IstaderConfig) (contracts/library/Utillib. sol#64-79) is never used and should be removed
Uti ddress, IStaderConfig) (contracts/library/UtilLib.sol#48-62) is never used and should be removed
utx]L)b.getPuhkeyRanQ(bytqs) (mmms/mmy/umumuum.1 5) is never used and should be removed

UtilLib. getValidatorSettleStatus(bytes, IStaderConfig) (contracts/library/Utillib.sol#137-147) is never used and should be removed
UtilLib.onlyOperatorRole(address, IStaderConfig) (contracts/library/Utillib.sol#31-35) is never used and should be removed
UtilLib.onlyValidatorkithdrawVault(uint8, uint256, address, IStaderConfig) (contracts/library/Utillib.sol#81-92) is never used and should be removed
Reference: https://github.com/crytic/slither/wiki/Detector-Documentationtdead-code

TNFO: Detectors:

Pragna version"0.8.16 (contracts/PermissionedPool.sol#2) allows old versions

Pragna version®0.8.16 (contracts/interfaces/IDepositContract.sol#3) allows old versions

Pragna version®0.8.16 (contracts/interfaces/INodeRegistry.sol#2) allows old versions

Pragna version®0.8.16 (contracts/interfaces/IPermissionediiodeRegistry.sol#2) allows old versions

Pragna version®0.8.16 (contracts/interfaces/IPoolUtils.sol#2) allows old versions

Pragna version®0.8.16 (contracts/interfaces/IStaderConfig.sol#2) allows old versions

Pragna version®0.8.16 (contracts/interfaces/IStaderInsuranceFund.sol#2) allows old versions

Pragna version®0.8.16 (contracts/interfaces/IStaderPoolBase.s01#2) allows old versions

Pragna version®0.8.16 (contracts/interfaces/IStaderStakePoolManager.sol#3) allows old versions

Pragna version®0.8.16 (contracts/interfaces/IValidatorilithdraalVault.sol#2) allows old versions

Pragna version®0.8.16 (contracts/interfaces/IVaultFactory.sol#2) allows old versions

Pragna version"0.8.16 (contracts/library/UtilLib.sol#2) allows old versions

Pragna version®0.8.16 (contracts/library/ValidatorStatus.sol#2) allows old versions

501c-0.8.16 is not recommended for deployment

Reference: https://github. con/crytic/slither/wiki/Detector-Documentation#incorrect-versions-of-solidity

PermissionlessNodeRegistry.sol

1ToPool (uint256) (contracts

i/Detector

ocumentationt
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Registry.markValidatorR 01#175-215)

alue: frontRunValidatorslength * FRONT_RUN_PENALTY}() (contracts/Permission

mru Detectors:

_gets t256) (contracts/Permissi istry. uses assembly
- INLINE ASH ((on(ra((s/Perm!ssionlesswcdeﬁegislry soL485-487)
i ry.get

int256) (contracts/Permi istry.sol ) uses assembly

- INLINE ASM ((untr‘a(ts/?erm)sslnnlessNodeReglstry.SDWSZZVSZA)
Reference: https://github.com/crytic/slither/wiki/Detector-Documentation#assenbly-usage
NFO: Detectors:

ddvVali ])hytss[])bytas[]) (:ontr::ts/Psrmissinnlqsandqngisth.50]#12@-164) has costly operations inside a loop:
- ++ (contracts, #157)

int256) (contract: istry.sol ) has costly operations inside a loop:
- validatorQueueSize ++ ((ontra(ts/Perm)ssJon]essﬂudeReg)stry 501#562)

Reference: https://github. con/crytic/slither/wiki/Detector-Documentation#costly-operations-inside-a-1oop

INFO: Detectars:

Utilli ipi y0p int8,address, IStaderConfig) (contracts/library/Utillib.sol#113-121) is never used and should be removed
UtilLi <ByOperator: 256, IStaderConfig) (contracts/library/UtilLib.sol#104-111) is never used and should be removed
uu]L)b.ge(cheRe()p)en(AddressByVal)da(or[ﬂ(u)ntK,u)n(ZSB,IStaderEonhg) (contracts/library/UtilLib.s0l#94-102) is never used and should be removed
UtilLib. getOperatorForValidSender(uint8, uint256, address, IStaderConfig) (contracts/library/UtilLib.sol#64-79) is never used and should be removed
UtilLib. getPubkeyForValidSender (uint8,uint256, address, IStaderConfig) (contracts/library/UtilLib.sol#48-62) is never used and should be removed
UtilLib. getPubkeyRoot(bytes) (contracts/library/Utillib.sol#128-135) is never used and should be removed

Ut Lib. getValidatorSettleStatus bytes, IStaderConfig) (:untra:ts/]lbrary/ut)]Lxh $01#137-147) is never used and should be removed

Utillib. 8, uint: <, IStaderConfig) (contracts/library/UtilLib.sol#81-92) is never used and should be removed
Reference: https://github. (um/(ry(!(/s]xther‘/wlkl/De(e((ur Documentationtidead-code

INFO:Detectors:

Pragna version™0.8.16 (contracts/PermissionlessNodeRegistry.sol#2) allows old versions

Pragna version™0.8.16 (contracts/interfaces/INodeELRewardVault. sol#2) allows old versions

Pragma version"0.8.16 (contracts/interfaces/INodeRegistry.sol#2) allows old version

Pragna version®0.5.16 (contracte/interfaces/TPermissionlesatiodeRegistry. col#2) aliows old versions

Pragna version"0.8.16 (contracts/interfaces/IPermissionlessPool.sol#2) allows old versions

Pragna version"0.8.16 (contracts/interfaces/IPoolUtils.sol#2) allows old versions

Pragna version"0.8.16 (contracts/interfaces/IStaderConfig.sol#2) allows old versions

Pragna version"0.8.16 (contracts/interfaces/IStaderInsuranceFund. sol#2) allows old versions

Pragma version0.8.16 (contracts, 1#2) allows old versions

Pragma version"0.8.16 (contracts/interfaces/IVaultFactory.sol#2) allows old versions

Pragna version0.8.16 ((on(ra((s/5n(erfaces/SDCe]]a(era]/ISDEoJ]a(em] s01#2) allows old versions

Pragna version"0.8.16 (contracts/library/UtilLib.sol#2) allows old versions

Pragna version"0.8.16 (contracts/library/ValidatorStatus. sum) allows old versions

501c-0.8.16 15 not recommended for deploynent

Reference: https://github. iki/Detector. ion#i -versions-of-solidity
INFO:Detectors:
Low level call in 1ssi dval /m, t256) (contracts/Permissi 5 ):

ccess) = address(_receiver).call{v ) (contracts/PermissionlesshodeRegistry. sol#624)
Reference: reeps: //github. (um/(ryt)clsllther/mk)/Dete(tur Docimsntationtlon 1ever-colle
THFO: Detector:
Variable Per
byeesl ] bytes ) validatorTd. scope. 3 (cuntracts/PErm)ss)nn]esandeKeg)stry sol#2

Reference: https://github. con/crytic/slither/wiki/Detector-Documentationfvariable-names-too-similar

PermissionlessPool.sol

uint256,uint256) (contracts/P

missionle to arbitrary use:

IT_SIZE}(pubkey,withdrawCredentia 501#275-280

cumentation#functions -that-send-ether-to-arbitrary-destinati
Utillib ipi SBy0peraton(ulnts, adiness, IStaderConfig) (contracts/Library/UcliL b sole113-121) ds never ussd and should be emoved
Uti1Lib. gethodeR ddressByOperator: taderConfig) (contracts/library/Utillib.sol#104-111) is never used and should be removed

UtilLib. getNodeRecipientAddressByValidatorTd(uints, u)ntZSS IStaderConfig) (contracts/library/UtilLib.sol#94-102) is never used and should be removed
Vcd1Lib. getOperatorForValidSender uin'ts,uint256, address | IStaderConfig) (contracts/library/Utillib.sol#64-79) is never used and should be removed
UtilLib. dd IStaderConfig) (contracts/library/Utillib.sol#48-62) is never used and should be removed
UtilLib. getPubkeyRoot (bytes) (:cntra:ts/lxhrzry/ut)]uh 501#128-135) is never used and should be removed

Utillib.getValidatorSettleStatus (bytes, IStaderConfig) (contracts/library/UtilLib.sol#137-147) is never used and should be removed
UtilLib.onlyOperatorRole(address, IStaderConfig) (contracts/library/UtilLib.sol#31-35) is never used and should be removed
UtilLib.onlyValidatorhithdranVault (uint8, uint256, address, IStaderConfig) (contracts/library/UtilLib.sol#§1-92) is never used and should be removed
Reference: https://github. con/crytic/slither/wiki/Detector-Documentationtdead-code

INFO:Detectors:

Pragma version"0.8.16 (contracts/PermissionlessPool.sol#2) allows old versions

Pragma version"0.8.16 (contracts/interfaces/IDepositContract.sol#3) allows old versions

Pragna version"0.8.16 (contracts/interfaces/INodeRegistry.sol#2) allows old versions

Pragna version"0.8.16 (contracts/interfaces/IPermissionlesshlodeRegistry.sol#2) allows old versions

Pragna version®0.8.16 (contracts/interfaces/IPoolUtils. sol#2) allows old versions

Pragna version"0.8.16 (contracts/interfaces/IStaderConfig.sol#2) allows old versions

Pragna version"0.8.16 (contracts/interfaces/IStaderPoolBase.sol#2) allows old versions

Pragma version"0.8.16 (contracts/interfaces/IStaderStakePoolManager. sol#3) allows old versions

Pragna version"0.8.16 (contracts/interfaces/IValidatorWithdrawalVault.sol#2) allows old versions

Pragna version"0.8.16 (contracts/interfaces/IVaultFactory.sol#2) allows old versions

Pragna version"0.8.16 (contracts/library/UtilLib.sol#2) allows old versions

Pragna version®0.8.16 (contracts/library/ValidatorStatus.sol#2) allows old versions

£01c-0.8.16 is not recomended for deployment

Reference: https:/, iki/Detector- soni# i -solidity

PoolSelector.sol

INFO:Detectors:

11 1t(uint256) (contracts/PoolSelector.sol#73-105) has costly operations inside a loop:
- poolIdArrayIndexForExcessDeposit = i (contracts/PoolSelector. sol#101)
Reference: retps: //github. con/crytic/slither/wiki/Detector- n#costly-operations-inside-a-loop
TNFO: Detector
Utillib. i y0p int8,address, IStaderConfig) (contracts/library/Utillib.sol#113-121) is never used and should be removed
UtilLi ipi y0p i int256, IStaderConfig) (contracts/library/UtilLib.sol#164-111) is never used and should be removed
Utillib ipi i int8, uint256, IStaderConfig) (contracts/library/Utillib.sol#94-102) is never used and should be removed

UtilLib. getOperatorForValidSender (uint8, uint256, address, IStaderConfig) (contracts/library/UtilLib.sol#64-79) is never used and should be removed
UtilLib. getPubkeyForValidSender(uint8,uint256, address, IStaderConfig) (contracts/library/UtilLib.sol#48-62) is never used and should be removed
Utillib. getPubkeyRoot (bytes) (contracts/library/UtilLib.sol#128-135) is never used and should be removed

USSIECH geWahdatorSettleStatus(bYtes IStaderConﬂz) (mntr-a:ts/hbrery/Unlle 501#137-147) is never used and should be removed

UtilLib. Ist. ig) (contracts/library/Utillib.sol#81-92) is never used and should be removed
Reference: https://github. :ﬂm/:ryt)(/slxther/\ukx/Dete(Qor botomenatiogad-soce
INFO:Detectors

Pragna version®0.8.16 (contracts/PoolSelector.sol#2) allows old versions
Pragna version®0.8.16 (contracts/interfaces/INodeRegistry.sol#2) allows old versions

Pragna version®0.8.16 (contracts/interfaces/IPoolSelector.sol#2) allows old versions

Pragna version®0.8.16 (contracts/interfaces/IPoolUtils.sol#2) allows old versions

Pragna version®0.8.16 (contracts/interfaces/IStaderConfig.sol#2) allows old versio

Pragna version®0.5.16 (contracts/interfaces/ IVatLdatortitharanalVeult so1#2) allows old versions

Pragna version®0.8.16 (contracts/library/Utillib.sol#2) allows old versions

Pragna version*0.8.16 ((ontrects/l)br‘ar‘y/Valeatur-Status s01#2) allows old versions

s0lc-0.8.16 is not recommended for deployme:

Reference: https://github. y iki/Detector- fon#i -versions-of-solidity

PoolUtils.sol

INFO:Detectors:
Utillib ipi int8,address, IStaderConfig) (contracts/library/Utillib.sol#113-121) is never used and should be removed
Utillib s8yOperatorTd(ui 256, IStaderConfig) (contracts/library/UtilLib.sol#104-111) is never used and should be removed
UtilLib. getNodeRecipientAddressByValidatorTd(uint8, uint256, IStaderConfig) (contracts/library/UtilLib.sol#94-102) is never used and should be removed
UtilLib. getOperatorForValidSender (uint8, uint256, address, IStaderConfig) (contracts/library/UtilLib.sol#64-79) is never used and should be removed
Ut11Lib. getPubkeyForValidSender(uint8, uint256, address, IStaderConfig) (contracts/library/Utillib.sol#48-62) is never used and should be removed
UtilLib. getPubkeyRoot(bytes) (contracts/library/Utillib.sol#128-135) is never used and should be removed

Utillib. getValidatorSettleStatus (bytes, IStaderConfig) (contracts/library/UtilLib.sol#137-147) is never used and should be removed
Utillib.onlyStaderContract (address, IStaderConfig,bytes32) (contracts/library/UtilLib.sol#38-46) is never used and should be removed
Uti1Lib.onlyValidatorhithdrauVault(uint8, uint256, address, IStaderConfig) (contracts/library/UtilLib.sol#81-92) is never used and should be removed
Reference: https://github. con/crytic/slither/wiki/Detector-Docunentationtdead-code

es[],bytes[],bytes[]).validatorTd_scope_1 (contracts/PermissionlesshodeRegistry.so1#203) is too similar to Permissi istry. i posit(bytes[],
10)
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INFO:Detectors:
Pragna version®0.8.16 (contracts/PoolUtils.sol#2) allows old versions

Pragna version®0.8.16 (contracts/interfaces/INodeRegistry.sol#2) allows old versions

Pragna version"0.8.16 (contracts/interfaces/IPoolUtils.sol#2) allows old versions

Pragna version®0.8.16 (contracts/interfaces/IStaderConfig.sol#2) allows old versions

Pragna version®0.8.16 (contracts/interfaces/IStaderPoolBase.s0l#2) allows old version

Pragna version®0.8.16 (contracte/Interfaces/IValLdatorithdravalVault . co1#2) allows old versions

Pragna version®0.8.16 (contracts/library/Utillib.sol#2) allows old versions

Pragna version*0.8.16 ((ontra(ts/l)br‘ar‘y/Vel)daturStatus s01#2) allows old versions

501c-0.8.16 is not recommended for deployme:

Reference: https://github. ¥ iki/Detector- fon# _versions-of-solidity

SDCollateral.sol

INFD:Detectors:
UtilLi ipi p int8,address, IStaderConfig) (contracts/library/Utillib.sol#113-121) is never used and should be remove
Utillib sByOperator: 256, IStaderConfig) (contracts/library/Utillib.sol#164-111) is never used and should be reaed
UtilLib. getNodeRecipientAddressByValidatorId(uint8, uint256, IStaderConfig) (contracts/library/Utillib.sol#94-102) is never used and should be removed
UtilLib. getPubkeyForValidSender(uint8,uint256,address, IStaderConfig) (contracts/library/Utillib.sol#48-62) is never used and should be removed
Utillib. getPubkeyRoot (bytes) (contracts/1ibrary/UtilLib. sol#128-135) is never used and should be removed

Utillib bytes, IStaderConfig) (contracts/library/UtilLib.sol#137-147) is never used and should be removed
UtilLib.onlyOperatorRole(address, IStaderConfig) (contracts/library/Utillib.sol#31-35) is never used and should be removed

UtilLib. onlyStaderContract (address, IStaderConfig, bytes32) (contracts/library/Utillib.sol#38-46) is never used and should be removed
UtilLib.onlyValidatorHithdrawVault (uint8, uint256, address, IStaderConfig) (contracts/library/Utillib.sol#81-92) is never used and should be removed
Reference: https://github. con/crytic/slither/wiki/Detector-Docunentationtdead-code

TNFO:Detectors:

Pragna version"0.8.16 (contracts/SDCollateral.sol#2) allows old versions

Pragna version®0.8.16 (contracts/interfaces/INodeRegistry.sol#2) allows old versions

Pragna version®0.8.16 (contracts/interfaces/IPoolUtils.sol#2) allows old versions

Pragna version®0.8.16 (contracts/interfaces/IStaderConfig.sol#2) allows old versions

Pragna version®0.8.16 (contracts/interfaces/IStaderOracle.sol#2) allows old versions

Pragna version®0.8.16 (contracts/interfaces/IValidatorilithdrawalVault.sol#2) allows old versions

Pragna version"0.8.16 (contracts/interfaces/SDCollateral/TAuction.sol#2) allows old versions

Pragna version"0.8.16 (contracts/interfaces/SDCollateral/ISDCollateral.sol#2) allows old versions

Pragna version®0.8.16 (contracts/library/UtilLib.sol#2) allows old versions

Pragna version®0.8.16 (contracts/library/ValidatorStatus.sol#2) allows old versions

501c-0.8.16 is not recommended for deployment

Reference: https://github. con/crytic/slither/wiki/Detector-Documentation#incorrect-versions-of-solidity

SocializingPool.sol

INFO:Detectors:
SocializingPool

001.501#60-101) sends e

(StaderContig. getta 0)-canlt
601, uint256[ 1 cunt2560 ) bytess3( 111 (cont

256, IStaderConfig) (contracts/library/UtilLib.sol#104-111) is never used and should be removed
Utillib. ge(cheRe(1p1en(AddressByValmator[d(ulntx uint256, IStaderConfig) (contracts/library/UtilLib.sol#94-102) is never used and should be removed
UtilLib. getOperatorForValidSender (uint8, uint256, address, IStaderConfig) (contracts/library/UtilLib.sol#64-79) is never used and should be removed
Ui1Lib. getPubkeyForValidSender (uint8, uint256, address, IStaderConfig) (contracts/library/Utillib.sol#43-62) is never used and should be removed
UtilLib. getPubkeyRoot(bytes) (contracts/library/Utillib.sol#128-135) is never used and should be removed

Utillib. getValidatorSettleStatus (bytes, IStaderConfig) (contracts/library/UtilLib.sol#137-147) is never used and should be removed
Uti1Lib.onlyManagerRole(address, IStaderConfig) (contracts/library/UtilLib.sol#25-29) is never used and should be removed
UtilLib.onlyOperatorRole(address, IStaderConfig) (contracts/library/UtilLib.sol#31-35) is never used and should be removed
UtilLib.onlyValidatorhithdrawVault (uint8, uint256, address, IStaderConfig) (contracts/library/UtilLib.sol#81-92) is never used and should be removed
Reference: https://github. con/crytic/slither/wiki/Detector-Documentationtdead-code

INFO:Detectors:

Pragma version"0.8.16 (contracts/SocializingPool.sol#3) allows old versions

Pragma version"0.8.16 (contracts/interfaces/INodeRegistry.sol#2) allows old versions

Pragna version"0.8.16 (contracts/interfaces/IPermissionlessliodeRegistry.sol#2) allows old versions

Pragna version"0.8.16 (contracts/interfaces/IPoolUtils.sol#2) allows old versions

Pragna version"0.8.16 (contracts/interfaces/ISocializingPool.sol#3) allows old versions

Pragna version™0.8.16 (contracts/interfaces/IStaderConfig.sol#2) allows old versions

Pragna version®0.8.16 (contracts/interfaces/IStaderOracle.sol#2) allows old versions

Pragma version"0.8.16 (contracts/interfaces/IStaderStakePoolManager. sol#3) allows old versions

Pragna version"0.8.16 (contracts/interfaces/IValidatorWithdrawalVault.sol#2) allows old versions

Pragna version"0.8.16 (contracts/library/UtilLib.sol#2) allows old versions

Pragna versiond.8.16 ((ontrects/l)brary/Valeatur-Status s01#2) allows old versions

S01c-0.8.16 is ot recommended for deployne

Reference: https://github. y iki/Detector- fon#i -versions-of-solidity
INFO:Detectors:
Low level call in SocializingPool ) (contracts/SocializingPool.sol#60-101):
(success) = address(staderConfig. get ))-call{value -protocolETHRewards}() (contracts/SocializingPool.sol#87)
Low level call in SocializingPool.clain(uint256(], u)ntZSE[],u)nt256[] bytes32[][]) (contracts/SocializingPool.sol#103-132):
ess,None) = address (ops _call{value ETH}() (contracts/SocializingPool.sol#118)
Reference: https://github. ytic/sli iki/Detector- i level-calls

StaderConfig.sol

IHFO:Detectors:

y0p ddress, IStaderConfig) (contracts/library/UtilLib.sol#113-121) is never used and should be removed
UtilLi <ByOperator: int256, IStaderConfig) (contracts/library/Utillib.sol#104-111) is never used and should be removed
Utillib. ge(cheﬁedpien(AddressByVal1da(or[d(ulnts an(ZSs IStaderConfig) (contracts/library/UtilLib.sol#94-102) is never used and should be removed
UtilLib. getOperatorForValidSender (uint8, uint256, address, IStaderConfig) (contracts/library/UtilLib.sol#64-79) is never used and should be removed
Ut11Lib. getPubkeyForValidSender(uint8, uint256, address, IStaderConfig) (contracts/library/Utillib.sol#48-62) is never used and should be removed
UtilLib. getPubkeyRoot(bytes) (contracts/library/Utillib.sol#128-135) is never used and should be removed

Utillib. getValidatorSettleStatus (bytes, IStaderConfig) (contracts/library/UtilLib.sol#137-147) is never used and should be removed
Uti1Lib.onlyManagerRole(address, IStaderConfig) (contracts/library/UtilLib.sol#25-29) is never used and should be removed

Uti1Lib.onlyOperatorRole (address, IStaderConfig) (contracts/library/UtilLib.sol#31-35) is never used and should be removed

Utillib.onlyStaderContract (address, IStaderConfig,bytes32) (contracts/library/UtilLib.sol#38-46) is never used and should be removed
UtilLib.onlyValidatorhithdrawVault(uint8, uint256, address, IStaderConfig) (contracts/library/UtilLib.sol#81-92) is never used and should be removed
Reference: https://github. con/crytic/slither/wiki/Detector-Documentation#dead-code

INFO:Detectors:

Pragma version"0.8.16 (contracts/StaderConfig.sol#2) allows old versions

Pragna version"0.8.16 (contracts/interfaces/INodeRegistry.sol#2) allows old versions

Pragna version"0.8.16 (contracts/interfaces/IPoolUtils. sol#2) allows old versions

Pragna version"0.8.16 (contracts/interfaces/IStaderConfig.sol#2) allows old versions

Pragna version™0.8.16 (contracts/interfaces/IValidatorWithdrawalVault.sol#2) allows old versions

Pragna version™0.8.16 (contracts/library/Utillib.sol#2) allows old versions

Pragma version"0.8.16 (cantrs(ts/]ibriry/Vz]idatantaQus s01#2) allows old versions

501¢-0.8.16 1s not recomended for deployn:

Reference: https://github. (um/(ry(!(/s]xther‘/wlkl/De(e((ur Documentation#incorrect-versions-of-solidity

INFO:Detectors:

Variable StaderConfig. AUCTION CONTRACT (contracts/StaderConfig. ol#45) is too similar to StaderConfig. updateAu(t)onCuntra(t(addrsss)

au(t)unContra(t ((ontra(tS/Stader(onF)g 501#197)

Variable StaderConfig.PENALTY_CONTRACT (contracts/StaderConfig.sol#46) is too similar to Stadert ct(addre: g.501#205)
Variable StaderConfig.PERMISSIONED_POOL (contracts/StaderConfig.sol#47) is too similar to Stader(unhg. P issi (addrass) parmizet f ot o13a05)
Variable StaderConfig.PERMISSIONLESS POOL (contracts/StaderConfig.sol#50) is too similar to StaderConfig.up issi (address) . _permissi. (contr. derConfi
Variable StaderConfig.SD_COLLATERAL (contracts/StaderConfig.sol#42) is too similar to StaderConfig.updatesDCollateral(address). sdCollateral (contracts/StaderConfig. somss)

Variable StaderConfig.STADER ORACLE (contracts/StaderConfi; ) is too similar to StaderConfig.updateStaderOracle(address)._staderOracle (contracts/StaderConfig.s0l#201)

Variable StaderConfig.STADER_TREASURY (contracts/StaderConfig.sol#38) is too similar to StaderConfi ). ((untra(ts/StederCunF)g 501#175)
Variable StaderConfig.VAULT_FACTORY (contracts/StaderConfig.s50l#43) is too similar to StaderConfi ). _vaul (contracts/StaderConfig. so1#193)

Variable StaderConfig.POOL_SELECTOR (contracts/StaderConfig.sol#41) is too similar to StaderConfig.up address). ( onfig. so1#185)

Reference: https://github. con/crytic/slither/wiki/Detector-Documentation#variable-names-too-sinilar

StaderInsuranceFund.sol

INFO:Detector:

UserFund(uint256) (contr h to arbitrary

missio anceFund{value: _amount}() (cont 65
R ki/Detecto rtation#functions-that-send-ether-to-arbitrary-d ation:

INFO:Detectors:

Utillib. ipi sByOperator (ui ddress. IStﬂder(unhg) (contracts/Library/UtilLib.sol#113-121) is never used and should be remove
UtilLib. getlodeR: ddressByOperator: i taderConfig) (contracts/library/Utillib.sol#104-111) is never used and should be remcved

UtilLib. getNodeRecipientAddressByValidatorTd(uints, u)nt256 IStaderConfig) (contracts/library/UtilLib.sol#94-102) is never used and should be removed
Uci1Lib. getOperatorForValidSender (uint8,uint256, addrsss ,IStaderConfig) (contracts/library/Utillib.sol#64-79) is never used and should be removed
UtilLib. g idSender (ui ddress, IStaderConfig) (contracts/library/Utillib.sol#48-62) is never used and should be removed
Utillib. getPubkeyRoot (bytes) (:cntra:ts/]1brzry/ut)]uh 501#128-135) is never used and should be removed
Utillib.getValidatorSettleStatus (bytes, IStaderConfig) (contracts/library/UtilLib.sol#137-147) is never used and should be removed
Uti1Lib.onlyOperatorRole(address, IStaderConfig) (contracts/library/UtilLib.sol#31-35) is never used and should be removed
UtilLib.onlyValidatorhithdrauVault (uint8, uint256, address, IStaderConfig) (contracts/library/UtilLib.sol#81-92) is never used and should be removed
Reference: https://github. con/crytic/slither/wiki/Detector-Documentationtdead-code
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NFO:Detectors:

Pragna version®0.8.16 (contracts/StaderInsuranceFund.sol#2) allows old versions

Pragna version®0.8.16 (contracts/interfaces/INodeRegistry.sol#2) allows old versions

Pragna version"0.8.16 (contracts/interfaces/IPermissionedPool.sol#2) allows old versions

Pragna version"0.8.16 (contracts/interfaces/IPoolUtils.sol#2) allows old versions

Pragna version®0.8.16 (contracts/interfaces/IStaderConfig.sol#2) allows old versions

Pragna version®0.8.16 (contracts/interfaces/IStaderInsuranceFund.sol#2) allows old versions

Pragna version®0.8.16 (contracts/interfaces/IValidatorilithdrawalVault.sol#2) allows old versions

Pragna version®0.8.16 (contracts/library/Utillib.sol#2) allows old versions

Pragna version"0.8.16 (contre(ts/library/ValidaturStatus s01#2) allows old versions

501c-0.8.16 is not recommended for deployme

Reference: https://github. :ﬂm/:ryt):/slxther/\ukx/Dete(Qﬂr Documentationftincorrect-versions-of-solidity

INFO: Detector:

Low level call in StaderInsuranceFund.withdrawFund(uint256) (contracts/StaderInsuranceFund.sol#41-53):
- (success) = address(msg.sender).call{value: _amount}() (contracts/StaderInsuranceFund.sol#48)

Reference: https://github. con/crytic/slither/wiki/Detector-Documentation#low-level-calls

StaderOracle.sol

INFO:Detectors:

( .501#224-256) has costly operations inside a loop:
- sdPrices.pop() (contracts/StaderOracle.sol#249)

Reference: https://github.con/crytic/slither/wiki/Detector- i 1y-operations-inside-a-loop
INFO:Detectors:

UtilLib. getNodeRecipientAddressByOperator (uint8, address, IStaderConfig) (contracts/library/Utillib.sol#113-121) is never used and should be removed
Utilib. gethodeRecipi yOp i int256, IStaderConfig) (contracts/library/Utillib.sol#164-111) is never used and should be removed
Utillib. ipi i int8, uint256, IStaderConfig) (contracts/library/Utillib.sol#94-102) is never used and should be removed
UtilLib i int8,uint256,address, IStaderConfig) (contracts/library/Utillib.sol#64-79) is never used and should be removed
Utillib int8,uint256,address, IStaderConfig) (contracts/1ibrary/Utillib.sol#48-62) is never used and should be removed

UtilLib. getValidatorSettleStatus(bytes, IStaderConfig) (contracts/library/Utillib.sol#137-147) is never used and should be removed
UtilLib.onlyOperatorRole(address, IStaderConfig) (contracts/library/Utillib.sol#31-35) is never used and should be removed

UtilLib. onlyStaderContract (address, IStaderConfig, bytes32) (contracts/library/Utillib.s01#38-46) is never used and should be removed

UtilLib. onlyValidatorWithdrawault(uints, uint256, address, IStaderConfig) (contracts/library/Utillib.sol#81-92) is never used and should be removed
Reference: https://github. y i/Detector.

INFO:Detectors:

Pragna version®0.8.16 (contracts/StaderOracle.sol#2) allows old versions

Pragna version®0.8.16 (contracts/interfaces/INodeRegistry.sol#2) allows old versions

Pragna version®0.8.16 (contracts/interfaces/IPoolUtils.sol#2) allows old versions

Pragna version"0.8.16 (contracts/interfaces/ISocializingPool.sol#3) allows old versions

Pragna version®0.8.16 (contracts/interfaces/IStaderConfig.sol#2) allows old versions

Pragna version®0.8.16 (contracts/interfaces/IStaderOracle.sol#2) allows old versions

Pragna version®0.8.16 (contracts/interfaces/IValidatorhlithdrawalVault.sol#2) allows old versions

Pragna version®0.8.16 (contracts/library/Utillib.sol#2) allows old versions

Pragna version®0.8.16 (contracts/library/ValidatorStatus.sol#2) allows old versions

501c-0.8.16 is not recommended for deployment

Reference: https://github iki/Detector. ion#i -versions-of-solidity
INFO:Detectors:
Variable StaderOracle.attestSubmission(bytes32,bytes32). s i (:un(ra:ts le.501#573) is too similar to StaderOr. contr: 1438)
Variable StaderOracle.attestSubmission(bytes32, bytes32). tkey (contracts, le.501#573) is too similar to StaderOracle.submissionCountKeys (contracts/StaderOracle.s01#39)
Reference: https://github. con/crytic/slither/wiki/Detector- Documentationbrariablenaes too-sintiar
INFO:Detectors:

derStakePoolsManage

e: htt
INFO:Detectors:

posi gethieight() (con(r 1#220-247) has costly operations inside a loop:
- lock = block.number (cor .solma)
a ight() ((onrr 01#220-247) has costly operations inside a loop:
* ((ontra(tS/StaderS(akePoulsManager s01#242)

Reference: https://githud. cum/crync/smher/mkl/Dmcm» n#costly-oper 0op
INFO:Detectors:
Utilli i 0P int8,address, IStaderConfig) (contracts/library/Utillib.sol#113-121) is never used and should be removed
UtilLi ipi y0p i int256, IStaderConfig) (contracts/library/UtilLib.sol#164-111) is never used and should be removed
UtilLi i int8, uint256, IStaderConfig) (contracts/library/Utillib.sol#94-102) is never used and should be removed

UtilLib. ge(Dpera(orForva])dSender(u)n(S uint256,address, IStaderConfig) (contracts/library/Utillib.sol#64-79) is never used and should be removed
UtilLib. getPubkeyForValidSender(uint8,uint256,address, IStaderConfig) (contracts/library/Utillib.sol#48-62) is never used and should be removed
Uti1Lib. getPubkeyRoot (bytes) (contracts/library/Utillib.sol#128-135) is never used and should be removed

Utillib. getValidatorSettleStatus(bytes, IStaderConfig) (contracts/library/Utillib.sol#137-147) is never used and should be removed

v, onlyOperatorRole(sddress, IStaderConig) (:nntra:ts/])brary/l)t)]L)h S01#31-35) is never used and should be removed

st ddress, 1Stadencontig) (contracts/1ibrary/Utill ib.so1881.92) 1s never. ysed and should be removed
Reterence: retps:/giths. (um/(ry(!(/s]xtherlwlkl/Dete((or Docunentationidead-code
INFO:Detector:

Pragna version0.8.16 (contracts/ETHy. s01#2) allows old versions
Pragna version"0.8.16 (contracts/StaderStakePoolsManager. sol#3) allows old versions

Pragna version®0.8.16 (contracts/interfaces/INodeRegistry.sol#2) allows old versions

Pragna version®0.8.16 (contracts/interfaces/IPoolSelector.sol#2) allows old versions

Pragna version®0.8.16 (contracts/interfaces/IPoolUtils.sol#2) allows old versions

Pragna version®0.8.16 (contracts/interfaces/IStaderConfig.sol#2) allows old versions

Pragna version®0.8.16 (contracts/interfaces/IStaderOracle.sol#2) allows old versions

Pragna version®0.8.16 (contracts/interfaces/IStaderPoolBase.501#2) allows old versions

Pragna version®0.8.16 (contracts/interfaces/IStaderStakePoolManager. sol#3) allows old versions
Pragna version®0.8.16 (contracts/interfaces/IUserWithdrawallanager.sol#3) allows old versions
Pragna version®0.8.16 (contracts/interfaces/IValidatorhithdravalVault.sol#2) allows old versions
Pragna version®0.8.16 (contracts/library/Utillib.sol#2) allows old versions

Pragna version*0.8.16 A(ontrects/l)br‘ar‘y/Valeatur-Status s01#2) allows old versions

501c-0.8.16 is not recommended for deployme:

Reference: https://github. y iki/Detector- fon#i -versions-of-solidity
INFO:Detectors:
Low level call in ~transferE i g ) (contr, .501#162-111):

- (su((ess) - address(staderConFig.getUﬂrWithdraManager())vzall(value: _amount}() (contracts/StaderStakePoolsManager. sol#106)
Reference: http: b ytic/sli iki/Detector. i level-calls

UserWithdrawalManager.sol

INFO: Detectors:

11 i ) (contracts i .501#117-156) has costly operations inside a loop:

- q (contracts, ~501#145,
Reference: https://github.con/crytic/slither/wiki/Detector-Docunentation#costly-operations-inside-a-loop
TNFO:Detectors:

UediLib y0pe intB,address, IStaderConfig) (contracts/Library/UtilLib.sol4113-121) iz never used and should be renoved
Utilli ipi 0P i taderCon ) (contracts/library/Utillib.sol#164-111) is never used and should be removed
Utillib ipi i int8, uint256, IStad ig) (contracts/library/Utillib.sol#94-102) is never used and should be removed
Utillib 8, uint256, add: ess)IS(ader(oan) (contracts/1ibrary/Utillib.s0l#64-79) is never used and should be removed

UtilLib. getPubkeyForValidSender(uint8,uint256,address, IStaderConfig) (contracts/1ibrary/Utillib.sol#48-62) is never used and should be removed
UtilLib. getPubkeyRoot(bytes) (contracts/library/Utillib.sol#128-135) is never used and should be removed

UtilLib. getValidatorSettleStatus(bytes, IStaderConfig) (contracts/library/Utillib.sol#137-147) is never used and should be removed
UtilLib.onlyOperatorRole(address, IStaderConfig) (contracts/library/UtilLib.sol#31-35) is never used and should be removed

Uti1Lib. onlyStaderContract (address, IStaderConfig, byQas!Z) (contracts/1ibrary/UtilLib.s0l#38-46) is never used and should be removed

UtilLib. 1t(uint8,uint256,address, IStaderConfig) (contracts/library/Utillib.sol#81-92) is never used and should be removed
Reference: h(tps://g)(hub.(um/(ry()(/s]xther‘/w)k)/De(e((m‘ Documentationftdead-code
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INFO:Detectors:

Pragna version"0.8.16 (contracts/ETHx.sol#2) allows old versions

Pragna version®0.8.16 (contracts/UserWithdrawalManager.sol#2) allows old versions

Pragna version®0.8.16 (contracts/interfaces/INodeRegistry.sol#2) allows old versions

Pragma version"0.8.16 (contracts/interfaces/IPoolUtils. sol#2) allows old versions

Pragma version"0.8.16 (contracts/interfaces/IStaderConfig.sol#2) allows old versions

Pragna version"0.8.16 (contracts/interfaces/IStaderOracle.sol#2) allows old versions

Pragna version"0.8.16 (contracts/interfaces/IStaderStakePoolManager. sol#3) allows old versions

Pragna version"0.8.16 (contracts/interfaces/IUserithdrawalianager.sol#3) allows old versions

Pragna version"0.8.16 (contracts/interfaces/IValidatorHithdrawalVault. som) allows old versions

Pragma version"0.8.16 (contracts/library/Utillib.sol#2) allows old versio

Pragma version0.8.16 ((ontrﬂ(ts/])brary/Va])dalorSla(us Soth2) allows old versions

501c-0.8.16 1s not recomended for deploy

Reference: https://github.(um/(rytic/sl)ther/wjki/Dete((ueru(umente(iunﬂjr\corre(trversionyofrsolidi(y
INFO:Detectors:

Low level call in UserNithdrewalManagervsendValue(address uint256) (contracts/UserWithdrawalManager. sol#212-222):
(success) = _recipient.c: ) (contracts/UserilithdrawalManager. sol#218)
Reference: httpa./githb.con/erytic/slither/mki /Detector-Documentationtlon. 1evel cal1s

ValidatorWithdrawalVault.sol

INFO: Detectors:
ValidatorWithdrawalVault.distributeRewards() (contr

latorWithdrawalVault.sol#57-78) sends eth

) (contracts/ValidatorWithdr

e: ht bitrary-destinati

TNFO:Detectors:

Utillib y0p: int8,address, IStaderConfig) (contracts/library/Utillib.sol#113-121) is never used and should be removed
Utillib ipi P i int256, IStaderConfig) (contracts/library/Utillib.sol#184-111) is never used and should be removed
Utillib 8, uint256

ddress, IStaderConfig) (contracts/library/UtilLib.sol#64-79) is never used and should be removed

UtilLib. getPubkeyForValidSender(uint8,uint256,address, IStaderConfig) (contracts/library/Utillib.sol#48-62) is never used and should be removed

UtilLib. getPubkeyRoot(bytes) (contracts/library/Utillib.sol#128-135) is never used and should be removed

UtilLib. getValidatorSettleStatus(bytes, IStaderConfig) (contracts/library/Utillib.sol#137-147) is never used and should be removed

UtilLib.onlyManagerRole(address, IStaderConfig) (contracts/library/Utillib.sol#25-29) is never used and should be removed

UtilLib.onlyOperatorRole(address, IStaderConfig) (contracts/library/Utillib.sol#31-35) is never used and should be remove

UtilLib.onlyStaderContract (address, IStaderConfig, bytes32) (contracts/library/Utillib.sol#38-46) is never used and should be removed

UtilLib. onlyValidatorHithdrawVault (uint8, uint256, address, IStaderConfig) (contracts/library/Utillib.sol#81-92) is never used and should be removed

Reference: https: //github. con/crytic/slither/wiki/Detector-Docunentationtdead-code

THFO: Detector:

Pragna version™0.8.16 (contracts/ValidatorWithdrawalVault.sol#2) allows old versions

Pragna version®0.8.16 (contracts/interfaces/INodeRegistry.sol#2) allows old versions

Pragna version®0.8.16 (contracts/interfaces/IPenalty.sol#2) allows old versions

Pragna version®0.8.16 (contracts/interfaces/IPoolUtils.sol#2) allows old versions

Pragna version®0.8.16 (contracts/interfaces/IStaderConfig.sol#2) allows old versions

Pragna version®0.8.16 (contracts/interfaces/IStaderStakePoolManager. sol#3) allows old versions

Pragna version®0.8.16 (contracts/interfaces/IValidatoriithdravalVault.sol#2) allows old versions

Pragna version®0.8.16 (cﬂntracts/interfaces/SDCa]]zterz]/ISDCo]]atera] su]t‘Z) allows old versions

Pragna version®0.8.16 (contracts/library/UtilLib.sol#2) allows old versio

Pragna version®0.8.16 ((on(ra((s/]1brary/va]idamr5mms so1#2) allows old versions

501c-0.8.16 is not recommended for deplo

Reference: retps: 1/github. (um/(rytlclsllther/mk)/Dete(tur Documentation#incorrect-versions-of-solidity

TNFO: Detector:

Low Tovel ca1l in ValidatorithdraualVault. send\lz]ua(address uint256) (cuntra(ts/Vahdatorulthdra\-’a]\/au]t S01#150-162) :
cess) = _recipient.call{ unt}() (contracts/ValidatorilithdrawalVault.sol#157)

Reference: httpa.//githb.con/erytic/slithen ki /Detector- Docunentationtlou. evel calls

VaultFactory.sol

INFO:Detectors:

ValidatorWithdrai

ithdrawalVault

thdrauV
WithdrawalVault. s

alVault. sol#15:
d

er-to-arbitrary-destinations

mro neteccors,
Utilli ipi i dd
Utillib. int8,uint256, ad

IStaderConfig) (contracts/library/Utillib.sol#113-121) is never used and should be removed
dress, IStaderConfig) (contracts/library/Utillib.sol#64-79) is never used and should be removed
UtilLib. getPubkeyForValidSender (uint8,uint256, address, IStaderConfig) (contracts/library/UtilLib.sol#48-62) is never used and should be removed
Utillib. getPubkeyRoot (bytes) (contracts/library/UtilLib.sol#128-135) is never used and should be removed
Utillib.getValidatorSettleStatus (bytes, IStaderConfig) (contracts/library/UtilLib.sol#137-147) is never used and should be removed
UtilLib.onlyManagerRole(address, IStaderConfig) (contracts/library/UtilLib.sol#25-29) is never used and should be removed
Utillib.onlyOperatorRole(address, IStaderConfig) (contracts/library/UtilLib.sol#31-35) is never used and should be remov
Uti1Lib.onlyStaderContract (address, IStaderConfig,bytes32) (contracts/library/UtilLib.sol#38-46) is never used and should be removed
Uti1Lib.onlyValidatorhithdrauVault(uint8, uint256, address, IStaderConfig) (contracts/library/UtilLib.sol#81-92) is never used and should be removed
Reference: netps: //github. con/crytic/slither/wiki/Detector-Docunentationdead-code
INFO:Detector:
Pragna version®0.8.16 (contracts/NodeELRewardVault. sol#2) allows old versions
Pragma version"0.8.16 (contracts/ValidatorWithdrawalVault.sol#2) allows old versions
Pragma version"0.8.16 (contracts/factory/VaultFactory.sol#2) allows old versions
Pragna version"0.8.16 (contracts/interfaces/INodeELRewardVault. sol#2) allows old versions
Pragna version"0.8.16 (contracts/interfaces/INodeRegistry.sol#2) allous old version
Pragna version"0.8.16 (contracts/interfaces/IPenalty.sol#2) allows old versions
Pragna version"0.8.16 (contracts/interfaces/IPoolUtils. sol#2) allows old versions
Pragna version"0.8.16 (contracts/interfaces/IStaderConfig.sol#2) allows old versions
Pragma version"0.8.16 (contracts/interfaces/IStaderStakePoolManager. sol#3) allows old versions
Pragma version"0.8.16 (contracts/interfaces/IValidatorWithdrawalVault.sol#2) allows old versions
Pragna version"0.8.16 (contracts/interfaces/IVaultFactory.sol#2) allows old versions
Pragna version"0.8.16 (contracts/interfaces/SDCollateral/ISDCollateral.sol#2) allows old versions
Pragna version®0.8.16 (contracts/library/Utillib.sol#2) allows old versions
Pragna version®0.8.16 (contracts/library/ValidatorStatus.sol#2) allows old versions
501c-0.8.16 is not recommended for deployment
Reference: https://github. con/crytic/slither/wiki/Detector-Documentation#incorrect -versions-of -solidity
INFO:Detectors:
Low level call in NodeELRewardVault.withdraw() (contracts/NodeELRewardVault.sol#50-76)

- (success None) = address(staderConf 1g. getStaderTreasury () call{value: protocolShare) () (contracts/NodeELRevardVault. s0l463)

- (success,None) = nodeRecipient. (al”value P }() (contracts /N s501470)
Low level call in Lue (address, uint256) (cuntracts/Valldatarthhdra\-’a]\lau]t S01#150-162) :

s5) = _recipient.call{v nt}() (contracts/ValidatorWithdraualVault.sol#157)

Refenence: https.//githb.con/crytie/slithen/mki /Detector- Docunentationtlou. evel. calls

UtilLib.sol

INFO: Detector:
UtilLib. (heckNonZeroAddress(address) (contracts/Library/UtilLib. s01420-22) is never used and shontd be removed

UtilLib. getNodeRs ddressByOperator: ,address  IStaderConfig) (contracts/Library/UtilLib. s0l#113-121) s never used and should be removed
UtilLib. getNodeRecipi: yOp: i 6, IStaderConfig) ((untra(ts/])brar‘y/\)tllbb 501#104-111) is never used and should be removed
Utillib ipi i f IStaderConfig) (contracts/library/Utillib.sol#94-102) is never used and should be removed
Utillib B int8,uint256, add

taderConfig) (contracts/library/Utillib.sol#64-79) is never used and should be removed
Utillib. g i int8,uint256,address, IStaderConfig) (contracts/1ibrary/Utillib.sol#48-62) is never used and should be removed
UtilLib. getPubkeyRoot(bytes) (contracts/library/Utillib.sol#128-135) is never used and should be removed

UtilLib. getValidatorSettleStatus(bytes, IStaderConfig) (contracts/library/Utillib.sol#137-147) is never used and should be removed
UtilLib.onlyManagerRole(address, IStaderConfig) (contracts/library/Utillib.sol#25-29) is never used and should be removed
UtilLib.onlyperatorRole(address, IStaderConfig) (contracts/library/Utillib.sol#31-35) is never used and should be removed

Uti1Lib. onlyStaderContract (address, IStaderConfig, bytesiz) (contracts/1ibrary/UtilLib. sol#38-46)

is never used and should be removed

UtilLib. 1t(uint8,uint256,address, IStaderConfig) (contracts/library/Utillib.sol#81-92) is never used and should be removed
Referance: httpss//gitnub. com/erytic/s1ither/uiki /Detector-Documentat ionfdead-code
INFO:Detector:

Pragna version®0.8.16 (contracts/interfaces/INodeRegistry.sol¢2) allows old versions

Pragna version®0.8.16 (contracts/interfaces/IPoolUtils.sol#2) allows old versions

Pragna version®0.8.16 (contracts/interfaces/IStaderConfig.sol#2) allows old versions

Pragna version®0.8.16 (contracts/interfaces/IValidatorhithdravalVault.sol#2) allows old versions
Pragna version®0.8.16 (contracts/library/Utillib.sol#2) allows old version

Pragna version®0.8.16 (contracts/library/ValidatorStatus.sol#2) allows old versions

501c-0.8.16 is not recommended for deployment

Reference: https://github.com/crytic/slither/wiki/Detector-Documentation#incorrect-versions-of-solidity

All the reentrancies flagged by Slither were checked individually

69



AUTOMATED TESTING

and are false positives.
®* No major issues found by Slither.
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6.2 AUTOMATED SECURITY SCAN

Description:

Halborn used automated security scanners to assist with detection of
well-known security issues and to identify low-hanging fruits on the
targets for this engagement. Among the tools used was MythX, a security
analysis service for Ethereum smart contracts. MythX performed a scan
on the smart contracts and sent the compiled results to the analyzers to
locate any vulnerabilities.

MythX results:

Auction.sol

Line | SWC Title Severity Short Description
2 | (SWC-103) Floating Pragma Low A floating pragma is set.

14 | (SWC-123) Requirement Violation Low Requirement violation.

49 | (SWC-120) Weak Sources of Randomness from Chain Attributes | Low Potential use of "block.number” as source of randonmness.

50 | (SWC-120) Weak Sources of Randomness from Chain Attributes | Low Potential use of "block.number” as source of randonmness.

55 | (SWC-123) Requirement Violation Low Requirement violation.

66 | (SWC-120) Weak Sources of Randomness from Chain Attributes | Low Potential use of "block.number” as source of randonmness.

66 | (SWC-120) Weak Sources of Randomness from Chain Attributes | Low A control flow decision is made based on The block.number environment variable.

81 | (SWC-120) Weak Sources of Randomness from Chain Attributes | Low Potential use of "block.number” as source of randonmness.

81 | (SWC-120) Weak Sources of Randomness from Chain Attributes | Low A control flow decision is made based on The block.number environment variable.

96 | (SWC-120) Weak Sources of Randomness from Chain Attributes | Low Potential use of "block.number” as source of randonmness.

96 | (SWC-120) Weak Sources of Randomness from Chain Attributes | Low A control flow decision is made based on The block.number environment variable.
107 | (SWC-128) Weak Sources of Randomness from Chain Attributes | Low A control flow decision is made based on The block.number environment variable.
107 | (SWC-128) Weak Sources of Randomness from Chain Attributes | Low Potential use of "block.number” as source of randonmness.

121 | (SWC-128) Weak Sources of Randomness from Chain Attributes | Low A control flow decision is made based on The block.number environment variable.
121 | (SWC-128) Weak Sources of Randomness from Chain Attributes | Low Potential use of "block.number” as source of randonmness.

ETHx.sol

Line | SWC Title Severity Short Description
2 | (SWc-103) Floating Pragma Low A floating pragma is set.
17 | (SWC-123) Requirement Violation Low Requirement violation.
18 | (SWC-108) State Variable Default Visibility | Low State variable visibility is not set.

NodeELRewardVault.sol

Line | SWC Title Severity | Short Description
2 | (SWC-183) Floating Pragma Low A floating pragma is set.
14 | (SWC-123) Requirement Violation | Low Requirement violation.
38 | (SWC-123) Requirement Vielation | Low Requirement violation.
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Penalty.sol

Line | SWC Title Severity

Short Description

2 | (SWC-103) Floating Pragma Low

A floating pragma is set.

14 | (SWC-123) Requirement Violation | Low

Requirement violation.

122 | (SWC-123) Requirement Violation | Low

Requirement violation.

PermissionedNodeRegist

ry.sol

Line SWC Title Severity Short Description

2 | (SWC-103) Floating Pragma Low A floating pragma is set.

20 | (SWC-123) Requirement Vielation Low Reguirement violation.
111 | (SWC-123) Requirement Violation Low Requirement violation.
307 (SWC-128) Weak Sources of Randomness from Chain Attributes Low Potential use of "block.number™ as source of randonmness.
358 (SWC-120) Weak Sources of Randomness from Chain Attributes Low Potential use of "block.number™ as source of randonmness.
360 (SWC-120) Weak Sources of Randomness from Chain Attributes Low Potential use of "block.number” as source of randonmness.
605 (SWC-128) Weak Sources of Randomness from Chain Attributes Low Potential use of "block.number™ as source of randonmness.

PermissionedPool. sol

Line SWC Title Severity Short Description

2 | (SWC-183) Floating Pragma Low A floating pragma is set.

56 | (SWC-123) Requirement Violation | Low Requirement violation.
160 (SWC—lli) DoS with Failed Call Low Multiple calls are executed in the same transaction.
160 | (SWC-123) Requirement Violation | Low Requirement violation.
167 (SWC-113) DoS with Failed Call Low Multiple calls are executed in the same transaction.
192 (SWC—lli) DoS with Failed Call Low Multiple calls are executed in the same transaction.

PermissionlessNodeRegistry.sol

Line SWC Title Severity Short Description

2 | (SWC-103) Floating Pragma Low A floating pragma is set.

21 | (SWC-123) Requirement Violation Low Requirement violation.
234 (SWC-120) Weak Sources of Randomness from Chain Attributes Low Potential use of "block.number™ as source of randonmness.
246 | (SWC-123) Requirement Violation Low Requirement violation.
258 (SWC-120) Weak Sources of Randomness from Chain Attributes Low Potential use of "block.number" as source of randonmness.
260 (SWC-128) Weak Sources of Randomness from Chain Attributes Low Potential use of "block.number™ as source of randonmness.
275 (SWC-120) Weak Sources of Randomness from Chain Attributes Low Potential use of "block.number™ as source of randonmness.
288 (SWC-120) Weak Sources of Randomness from Chain Attributes Low Potential use of "block.number" as source of randonmness.
289 (SWC-128) Weak Sources of Randomness from Chain Attributes Low Potential use of "block.number™ as source of randonmness.
552 (SWC-120) Weak Sources of Randomness from Chain Attributes Low Potential use of "block.number™ as source of randonmness.

PermissionlessPool.sol

Line | SHC Title Severity Short Description
2 | (SHC-103) Floating Pragma Low A floating pragma is set.
55 | (SWC-123) Requirement Violation | Low Requirement violation.

130 | (SHC-123) Requirement Violation | Low Requirement violation.

167 | (SWC-113) DoS with Failed Call Low

Multiple calls are executed in the same transaction.

174 | (SWC-113) DoS with Failed Call Low

Multiple calls are executed in the same transaction.

205 | (SWC-113) DoS with Failed Call Low

Multiple calls are executed in the same transaction.

PoolSelector.sol

Line | SWC Title Severity

Short Description

2 | (SWC-103) Floating Pragma Low

A floating pragma is set.

14 | (SWC-123) Requirement Violation | Low

Requirement violation.

56 | (SWC-123) Requirement Violation | Low

Requirement violation.

57 | (SWC-113) DoS with Failed Call Low

Multiple calls are executed in the same transaction.
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PoolUtils.sol

Line

SWC Title

Severity | Short Description

2

(SWC-103)

Floating Pragma

ou A floating pragma is set.

SDCollateral.sol

AUTOMATED TESTING

Line SWC Title Severity Short Description
2 | (SWC-103) Floating Pragma Low A floating pragma is set.
16 | (SWC-123) Requirement Violation Low Requirement violation.
243 (SWC-113) DoS with Failed Call Low Multiple calls are executed in the same transaction.
244 | (SWC-101) Integer Overflow and Underflow | High The arithmetic operator can overflow.
248 (SWC-113) DoS with Failed Call Low Multiple calls are executed in the same transaction.
249 | (SWC-181) Integer Overflow and Underflow | High The arithmetic operator can overflow.
SocializingPool.sol
Line | SWC Title Severity Short Description
3 | (SWC-103) Floating Pragma Low A floating pragma is set.
18 | (SWC-123) Requirement Violation Low Requirement violation.
47 (SKIC-120) Weak Sources of Randomness from Chain Attributes Low Potential use of "block.number™ as source of randonmness.
167 (SWC-113) DoS with Failed Call Low Multiple calls are executed in the same transaction.
194 | (SWC-123) Requirement Violation Low Requirement violation.

StaderConfig.sol

Line | SWC Title Severity

Short Description

2 | (SHC-103) Floating Pragma

on A floating pragma is set.

StaderInsuranceFund.sol

Line | SWC Title Severity

Short Description

2 | (SWC-103) Floating Pragma Low A floating pragma is set.

13 | (SWC-123) Requirement Violation | Low Requirement violation.

48 | (SWC-113) DoS with Failed Call Low Multiple calls are executed in the same transaction.

48 | (SWC-107) Reentrancy Low A call to a user-supplied address is executed.

61 | (SWC-123) Requirement Violation | Low Requirement violation.

StaderOracle.sol

Line | SWC Title Severity Short Description
2 | (SWC-103) Floating Pragma Low A floating pragma is set.

15 | (SWC-123) Requirement Violation Low Requirement violation.

98 | (SWC-120) Weak Sources of Randomness from Chain Attributes | Low Potential use of "block.number” as source of randonmness.
167 | (SWC-128) Weak Sources of Randomness from Chain Attributes | Low Potential use of "block.number” as source of randonmness.
205 | (SWC-120) Weak Sources of Randomness from Chain Attributes | Low Potential use of "block.number” as seurce of randonmness.
220 | (SWC-120) Weak Sources of Randomness from Chain Attributes | Low Potential use of "block.number” as source of randonmness.
225 | (SWC-128) Weak Sources of Randomness from Chain Attributes | Low Potential use of "block.number” as source of randonmness.
241 | (SWC-120) Weak Sources of Randomness from Chain Attributes | Low Potential use of "block.number” as source of randonmness.
254 | (SWC-128) Weak Sources of Randomness from Chain Attributes | Low Potential use of "block.number” as source of randonmness.
282 | (SWC-128) Weak Sources of Randomness from Chain Attributes | Low Potential use of "block.number” as source of randonmness.
356 | (SWC-120) Weak Sources of Randomness from Chain Attributes | Low Potential use of "block.number” as source of randonmness.
415 | (SWC-120) Weak Sources of Randomness from Chain Attributes | Low Potential use of "block.number” as source of randonmness.
243 | (SWC-120) Weak Sources of Randomness from Chain Attributes | Low Potential use of "block.number” as source of randonmness.
461 | (SWC-120) Weak Sources of Randomness from Chain Attributes | Low Potential use of "block.number” as source of randonmness.
558 | (SWC-120) Weak Sources of Randomness from Chain Attributes | Low Potential use of “block.number” as source of randonmness.




AUTOMATED TESTING

StaderStakePoolsManager.sol

Line | SWC Title Severity

Short Description

3 | (SWC-103) Floating Pragma Low

A floating pragma is set.

55 | (SWC-128) Weak Sources of Randomness from Chain Attributes | Low

Potential use of “block.number™ as source of randonmness.

63 | (SWC-123) Requirement Violation Low Requirement violation.
103 | (SWC-123) Requirement Violation Low Requirement violation.
142 | (SWC-113) DoS with Failed Call Low Multiple calls are executed in the same transaction.

221 | (SWC-120) Weak Sources of Randomness from Chain Attributes | Low

A control flow decision is made based on The block.number environment variable.

221 | (SWC-120) Weak Sources of Randomness from Chain Attributes | Low

Potential use of "block.number” as source of randonmness.

241 | (SWC-120) Weak Sources of Randomness from Chain Attributes | Low

Potential use of “block.number™ as source of randonmness.

273 | (SWC-113) DoS with Failed Call Low

Multiple calls are executed in the same transaction.

296 | (SWC-113) DoS with Failed Call Low

Multiple calls are executed in the same transaction.

UserWithdrawalManager.sol

Line | SHC Title Severity Short Description
2 | (SWC-103) Floating Pragma Low A floating pragma is set.
18 | (SWC-123) Requirement Violation Low Requirement violation.
97 | (SWC-123) Requirement Violation Low Requirement violation.

106 | (SWC-120) Weak Sources of Randomness from Chain Attributes | Low

Potential use of "block.number™ as source of randonmness.

148 | (SWC-120) Weak Sources of Randomness from Chain Attributes | Low

Potential use of “block.number™ as source of randonmness.

ValidatorWithdrawalVault.sol

Line | SWC Title Severity Short Description

2 | (SWC-103) Floating Pragma Low A floating pragma is set.

18 | (SWC-123) Requirement Violation | Low Requirement violation.

49 | (SWC-123) Requirement Violation | Low Requirement violation.

VaultFactory.sol

Line | SWC Title Severity Short Description

2 | (SWC-103) Floating Pragma

ou A floating pragma is set.

UtilLib.sol
No output generated by MythX.

®* The floating pragma was correctly flagged by MythX.

® block.number and block.hash are not used as a source of randomness.

®* No major issues found by MythX.
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